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AUUGN Editorial Committee

The AUUGN Editorial Committee can be reached by sending email to:
auugn@auug.org.au

Or to the following address:
AUUGN Editor
PO Box 366
Kensington NSW 2033

Editor:
Con Zymaris

Sub−Editors:
Frank Crawford

Public Relations and Marketing:
Elizabeth Carroll

AUUGN Submission Guidelines

Submission guidelines for AUUGN contributions can be obtained from the
AUUG World Wide Web site at:

www.auug.org.au

Alternately, send email to the above correspondence address, requesting a
copy.

AUUGN Back Issues

A variety of back issues of AUUGN are still available. For price and availability
please contact the AUUG Secretariat, or write to:
AUUG Inc.
Back Issues Department
PO Box 366
Kensington NSW 2033

Conference Proceedings
A limited number of copies of the Conference Proceedings from previous
AUUG Conferences are still available. Contact the AUUG Secretariat for
details.

Mailing Lists

Enquiries regarding the purchase of the AUUGN mailing list should be directed
to the AUUG Secretariat.

Disclaimer

Opinions expressed by the authors and reviewers are not necessarily those of
AUUG Inc., its Journal, or its editorial committee.

Copyright Information

Copyright © 2001 AUUG Inc.

All rights reserved.

AUUGN is the journal of AUUG Inc., an organisation with the aim of promoting
knowledge and understanding of Open Systems, including, but not restricted
to, the UNIX® operating system, user interfaces, graphics, networking,
programming and development environments and related standards.

Copyright without fee is permitted, provided that copies are made without
modification, and are not made or distributed for commercial advantage.
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Theme:

"Measure, Monitor, Control"

The AUUG Annual Conference will be held in Melbourne, Australia, on 4, 5 and 6 September 2002 (subject to change).

The Conference will be preceded by three days of tutorials, to be held on 1, 2 and 3 September 2002.

The Programme Committee invites proposals for papers and tutorials relating to:

• Cluster Computing
• Managing Distributed Networks
• Performance Management and Measurement
• Open Source Systems Administration Tools
• System and Application Monitoring
• Security in the Enterprise
• Technical aspects of Computing
• Networking in the Enterprise
• Business Experience and Case Studies
• Open Source projects
• Business cases for Open Source
• Technical aspects of Unix, Linux, and BSD variants
• Open Systems or other operating systems
• Computer Security
• Networking, Internet (including the World Wide Web)

Presentations may be given as tutorials, technical papers, or management studies. Technical papers are designed for those
who need in−depth knowledge, whereas management studies present case studies of real−life experiences in the
conference’s fields of interest.

A written paper, for inclusion in the conference proceedings must accompany all presentations.

Speakers may select one of two presentation formats:

Technical presentation: 

• A 30−minute talk, with 10 minutes for questions. 

Management presentation:

• A 25−30 minute talk, with 10−15 minutes for questions (i.e. a total 40 minutes). 

Panel sessions will also be timetabled in the conference and speakers should indicate their willingness to participate, and
may like to suggest panel topics.

Tutorials, which may be of either a technical or management orientation, provide a more thorough presentation, of either a
half−day or full−day duration.
Representing the largest Technical Computing event held in Australia, this conference offers an unparalleled opportunity to
present your ideas and experiences to an audience with a major influence on the direction of Computing in Australia.
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Theme:

"Measure, Monitor, Control"

Submission Guidelines:

Those proposing to submit papers should submit an extended abstract (1−3 pages) and a brief biography, and clearly
indicate their preferred presentation format.

Those submitting tutorial proposals should submit an outline of the tutorial and a brief biography, and clearly indicate whether
the tutorial is of half−day or full−day duration. 

Speaker Incentives

Presenters of papers are afforded complimentary conference registration.

Tutorial presenters may select 25% of the profit of their session OR complimentary conference registration. Past experience
suggests that a successful tutorial session of either duration can generate a reasonable return to the presenter.

Please note that with the GST changes to tax legislation we will be requiring the presentation of a tax invoice (which we will
assist in producing) containing an ABN for your payment. If that is not provided then tax will have to be withheld from your
payment.

Important Dates

Abstracts/Proposals Due − 10 May 2002
Authors notified −  7 June 2002
Final copy due −  6 July 2002

Tutorials                      − 1−3 September 2002
Conference − 4−6 September 2002

Proposals should be sent to:

AUUG Inc.
PO Box 366
Kensington NSW 2033
AUSTRALIA

Email: auug2002prog@auug.org.au

Phone: 1800 625 655 or +61 2 8824 9511
Fax: +61 2 8824 9522

Please refer to the AUUG website for further information and up−to−date details:

http://www.auug.org.au
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f=� 3��!� � ,���� ��� � �  � ��� ��g�� �&��� ���� � *:��� 3�# � � � ,-� � *
M9� ��7!� � � � � /�� � G  * � �<L�lT� ��� 7!� � �
É u-u ^ p ^ ] x-o ` x�q ~ Á q o9p s r q t o-x�u ^ n _ r ] w q n�q x9p t> f=� 3�� � ��# � � � � ;�� �:* � � ����� �&7!� � 6 � � �A1!� � 1!�> f=@ g�� ����� i9$&N�� �  � ���
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> �&7!�  �� � � �P�  ��1!� � K=� ��� � ,-6 �� ��� � � �  6 � ���:� � � � ��6 � ��� ���� #�7!� � 6 � � ��# ,-��� �  � ��*P �2� ����* � 5 � � � � � �8� � � � � � �  � �
� � ;�� � * 4!� ��� # #  �  � ���9� � � ���<� � ��;��:��� �!�<,-* ��� # 4 � ��,-*
* 7!� � �! ��6B,-7e� ���b* � � � � 5 ,-7e� #F��� � /�7!� � 6 � � ��*
y � * 7!� �  � � � /�� � � 6 �:7!� � 6 � � ��* � .> f=� 3TL�lT� 7!7!�  � � �  � ��*

{�� � /�# � * �  ��� �  ��6<��� 3�6 � ��� * . . .
N!� � * � � y ¢ i&�

L9,!> � � � � � y ¢ i&�

[!�  6 ��� (&� � � y ¢ i&�

N! ��6 ,-*

$&������# �  �&# � 3���� � � 4  ��� � ,-�! ��6 K
> i'� * � � ���> $&� ��� 6 � � � � � y ¢ i&�> M9� ����� ��* ��� * � y ¢ i&�> M9��� � �� ,��Ah'. g9. %:. y ¢ i&�> M9� � �!;�� ��;�� �

Ò�] r q�x�q ~ Á q o9p s r q t
> ã-� g L9��� � ��#  6 ,-� � �  � ��# � �&h�L!L�lT� � � �!*:� ����* � � ����� � *> �9i'Û"�-. �-. k&3: � ���9� � 1!�!4 �9� � � 4 g�,-g�Û"�!� * 1!� � 7-4 �9�! � �> �=�&# #  � ��k . k> g�� �&��* ,-7!7!� � �-# � �-L9� ,-� ��g�� � � � ��*> �9� � ��� ���-. j-4&6 �  ;��0�-. �-. j-4/�&[!� � � ê�Ø�j-. k . v�4'g�� # � �!$&@ i:4� > � ¢�4 � ����V�[!g> ã-� g L9��# � �&� l&{ y � � 6  � � � G � � ,�������� ��� 6 � � �
���
�! ����� �87!� � /Q3: � ��� ���D* � � ����� �A� � ��#  6 ,-� � �  � �
y �!� * 7! � ����� G  ��6��"* � � ����� ����� � 1!� �T,-7 � 491!� � 1!�"��� ��L�l
� � � �!* .
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UNIQUE FEATURES OF SUSE 7.3
g�� �&�-4 ã-� g L"� ����ã-� g L9�
@ �:* ��� ,-� �0;���* � � � � �T� ��� �:* � ����7!� � 7!� ��� ; + � � �:� ��g�,-g�Û
�!,-�:� �<� ���:�  � � ��*  ��6< * * ,-� *:� # ã-� g L"� ����ã-� g L9�-.

ADVERTISING ON SUSE WEBSITE:
���T� ��� ,-6 ���� �<3:� ,-� ��;��0� 7!7!� � 7!�  � � �T� �P�  * ��� ���"3:� /
g�,-g�Û" *:� � G � � �  *  ��6<� �� *:7!� � �!,-� � .
> g�,-g�Û
�  ��,!>CÙ�. ¢C *�� �A� 7!� � � �  ��6�* / * � � �á# � �0� ���3:��� � �A# � �� � /�."�  ��,!>
# � �8� ���A1! �!* �Af=�m7!� � ;�� � �"K
M9�� � ��) *m7!� � /�K�3: � �B� ���A6 � � 7!�� � � �T,-* � �8 ��� � � # � � �
�9i'Û&4 ,-*  ��6<g�,-g�Û"�  ��,!>�Ù�. ¢� *���� � �:� �� � ��) *:7!� � /�.

> M9�� � ��5 7!� � � # K8����* / * � � ��#  � �B� � �J;��B�!� ��� 6 � �� � �  �!� ��� � � � /�� �&7!,-� 7!� * � � /�.
> N!� � / # ,-� K�g�,-g�Û��  ��,!>eÙ�. ¢�� � ��� *D3: � �E�B� � � 6 ���,���;�� �F� #06 � ��� * 4�� ���A6 � ��� *2* � �  � *2��� *C;�� � �
� � ��*  �!� � � ;�� /T� > 7!� ���!� �T� ���T ��7!� � G � �-.9{�,-� �  ��� �! �
� 7!7!�  � � �  � ��*��  1!��L�lâ ���  ��,!>Þ� ���Ü* � ,-���
� 7!7!�  � � �  � ��* 4d� � � 4���� G � ;�� � �Y* ,�;�* � � ���  � � � /
� > 7!� ���!� ��� ���� ��7!� � G � �-.

> {�,-� �  ��� �! �!K 3:�  �  ��6�M9i'* 4 3:� � � �� ��6�� ����7!� � � � * *  ��6G  �!� � * 4��� >  ��68* � ,-���-4�� �m� �! �  ��68* � ,-�! � 4�� ���A�
* / ��� ��� *  � � ��� � ��� ��� /�* � ����� #-� ���<��� � /���,-� �  ��� �! �
� 7!�  � ��* .

> N!�  G � � /�Ká� � � � ,-* � �d��� *Ü�� *Ü� 3:� 7!�  G � � �� � G  � � �!��� ���T� ��� �T� � �-) �0;��FG  � 3:� �-4���� �! #  � �-4�� �
�!� � � � � ��3: � ��� ,-�-�� *:� � ��* � ��� .

> f=� � 3:� � 1-K�* � �T,-72/ � ,-��� 3:�
# � �� � /A��� � 3:� � 1D52�*  ��7!� ��� � * 12# � �Tg�,-g�Û
�  ��,!>�4�� ����7!� �0� > � � � � � ��� �
��� � 3:� � 1�� 7!� � � �  ��6<* / * � � �".

INSTALLATION

$&# � � �"� ���"3:� � 1-4&3:�0��� ��� 6 � �F� �P ��* � � � �<g�,-g�Û2�  ��,!>
N!� � # � * *  � ��� ��Ù�. ¢2� ;�� ,-�"� 3:� ��� /2�  ��� * 4���� / ;��F�C# � 3
��� � ��� ��� ��� 3:� ��� /�;�� � � ,-* ��3:�<� � * �9� � ,-��� .<L9���<� � ��6 � * �
 ��* � � � � � �  � �b� � � 1Q7!� � � �83:��� �b,-*  ��6m� ���2,-7!6 � � �! ��6
# � � � ,-� � .
�&,-�Q* � � � ���E3:� � 1E3: � �á� ����7!� � �!,-� �23:� *�* 7!� ���
 ��* � � � �  ��6�� �����! * � �  ;�,-�  � �T� �T���! # # � � � ���&��� � �� ����� ���
� ��� ��� � /  ��6<� �<� � � ,-� � � /�,-* �:� ���:7!� � �!,-� � .
�&,-��#  � * �< ��* � � � � � �  � ��*�3:� � �"�!� ���"� ��� ,-��� � * �<* / * � � �
,-* � �� ��� � ��� �'� � G  � 3:* .����<� � ��7!� � � �  � /���� � 1!� ��,-7�� ,-�
��� �!� ����i�¢!v!vP$-L!$'59k v!v8��� � �8�!�  G �T� �C� ��� ���0L�/ � �
��� � ��� � ;�� � � �-.Ei',-�  ��6Þ* � ���d� #�� ���d� � * � * 4B3:�
� � ��7!� � � �  � /C� ��� ��6 � �2� ���TG  �!� �F� � � �2� ��� ,-�"l&� � �!� �
¢!v!v!v"� � � �0� # � � �<� ,-���� ��6� ��� ��� � � ,�;�� ��3: � �T� ,-�<� l& �! �
;�� * � ��G  �!� �<� � � �-.
�  ��,!> N!� � ��� �& *�7!,�;��  * �� ��6�7!� � ;�� � ��*:3: � �0� ����ý ,-7!�!� � � ý
# � � � ,-� ��� #&Ù�. ¢�.0������� G ���!� ����� ����,-7!�!� � ��# � � �Qg�,-g�Û
Ù�. kA� �DÙ�. ¢Q� ���b� > 7!� �  � ��� � �b�D# � 3�7!� � ;�� � ��*A;�,-�
��� � �� ��6" ��� � ��7!� �  * � ��� �"�  ��,!> N!� � ��� � .PL9�� *���� /0;��
�!,-�:� �<� ,-�&� � ��#  6 ,-� � �  � ��* .

L9���A#  ��� �T� � * �  ��6
� � � 1Q7!� � � �m� �B� �
$'�&7!� �D$
�'¢ g
��� � ��� � ;�� � � �-4�3:�� � �B ��� � ,-�!� *m� ���m ê&k Ú
G  �!� �
� ���
� ,-�! ��� �!;�� � � �-.������ ��� ��1"Û9g-M"L9� � ����� � � 6  � *�# � �:� ���  �
* ,-7!7!� � �-� ����* � ���! ��6<,-*:� �� *:� � ��#  6 ,-� � �  � �9. .

DESCRIPTIONS OF INSTALLATIONS

[!� �:� ,-�<#  � * �' ��* � � � � � �  � ��* y � ���:L�/ � �T* / * � � ��� 4!3:��,-* � �
� ����# � � 7!7 /"� ���0i=l&iF* ,-7!7!�  � �0 �T� ����7!� � 1!� 6 � P-� ��� �& * 4
3:��;�� � � � ��� # #:� ���0# � � 7!7 /P�! * 1!� � � � 4'* � � � � � ��� ���0 ��* � � � �
� ����3: � �� �Pk j��� ��,-� � *:��� ���:3:� � 1! ��6<� � 7 /�� #!�  ��,!>�.
L9��� � �:3:� � ����� � /�� ��� ��6 � *�� ��� ���� ��* � � � � � �  � �0* � � � � ��* .
z'� 3:� G � � 4�*  ��� �"3:�T�! �!�-) ��7!� � /P3: � �2Ù�. �85T3:�T� � � �-) �
* ,-� �"3:�� � �8� ��� *03:� � �T ��7!� � ��� ��� � �F �C� �� *"G � � *  � �9.
g�� 4 7!� � � * �<� > � ,-* �:,-*<# � �'� ,-�& 6 ��� � � ��� � .�ã-� ,9) � � 3:� ���9� �
� � � �0� � ��� ��� � G  � 3:� � *�3:� � 1!*�� ��#  ���0� ����� ��* 3:� �<� ��� ���
* � � � � ��� ��� ��6 � * .
i',-�  ��62� ���C ��* � � � � � �  � �D� �D� ���F$'�&7!� �D* / * � � �"4�3:�
;�� � � � ��# � � �m� ���<i=l&i�� ����* � 3F��# � 3F�! # # � � � ���9* � � � � ��* .
h=� � � ,-* �<� #�� ���<�! # # � � � ��� �� ��G  �!� � 4 3:�<� � * ���! ����� �9* � �
� ���:* �  �!�:* ��� 3�� ��� ���&$'�&7!� ��* / * � � �".
$&# � � ��7!,-� � ��� *  ��6��0��� 3A{:$'(8��� �� � � ��� � �� 6 ��� y ��� �!� �
×�Ø [!g!� 4 3:�:�!� �  �!� ��� �<� �  ��* � � � �!g�,-g�Û0Ù�. ¢�. ���:� � �� ��� ���
7!� � ;�� � �B3: � �F* � � � � �8� � * � � ,-�  � ��* .'i',-�  ��6T� ���0 ��* � � � � 4
3:�P3:� � �F� ��� /26  G � �A� ���F� ���  � �F� #�ê�v!v >!Ø!v!v�.e$&# � � �
� ,-���� ��6"ã-� g L9�-4&� ��� � 1! ��6T� ���0��� � � 3:� � �0 ��# � � ��� �  � �94
� ���" ��# � � ��� �  � ��# � ����� �� � � ��� ���TG  �!� �0� �� 7!* � � y  ê&k Ú �
3:� � ��� � � � � � � .������ � 5 � � �=��k!k�� � ��#  6 ,-� � �  � �P� ���P� ���
* � � � � �F* ��� 3:� �mk �!ê�v >=k v �!j�;�,-��� ���0� � ��;��T;�� >�� ��� /
� � � � 3:� �Aê�v!v >!Ø!v!vA� ���mØ j�v > j!ê�vA� *F� ���  � � * .á%'7!� �
� � ;�� � � 4�� ���F��� � �� ���C� ��� � � � �m ��� �Dk v �!j
� � * � � ,-�  � �9.
l&� � /�* � � � ��6 �: ���!� � �-.
h=� � � 3Q *T��* � ��� #<�! # # � � � ����� / 7!� *T� #< ��* � � � � *P� ��� �<3:�
7!� � # � � ��� �-.
> $Ü* � � � ���Í�!�  G �J3: � ���� ���!� 3:*á{�Û=�&,-�J#  � * � ��* � � � � � �  � �
3:� *C�m� 3:�2��� � �D�!�  G �C* � � ,-7-.�L9���
* � � � ���8�!�  G �T��� ���� ���!� 3:*T{�Û2� ����3:�T ��* � � � � � �
g�,-g�ÛD�  ��,!>2Ù�. ¢C� �m� ����#  � * ���!�  G � .e����*  ��7!� /
# � � � � 3:� ��� ���:�!� # � ,-� � * .

> $T# � � * �� ��* � � � � � ��� � *  ��6<� 7!�  � ��*:�!,-�  ��6<� ���: ��* � � � � .
> @ #'/ � ,87!� � # � ��� �0��� ��,-� � � /P� ��� ��6 �0* � � �  ��6 *"�!,-�  ��6� ����ã-� g L9�m ��* � � � � � �  � �m� ��� �
� ��� � �F� � �87!� � ��� /2� #
� 7!�  � ��* .A[!� �B� > � ��7!� � 42�!,-�  ��6J* � G � � � �A� #m� ���
 ��* � � � � * 4 3:��� ��� * ��� �� ��* � � � ��Û�> � ¢�.�L9�� *:3:� *�*  ��7!� /
����� � � � ��� #9� ��� � �  ��6�� ����� 7!�  � ��*��!,-�  ��6�� ���� ��* � � � � .
@ �!3:� *'G � � /�* � � �  6 ���-# � � 3:� � �-.

> $&�0,-7!6 � � �!��� #9g�,-g�Û�Ù�. k�L9�� *<3:� *��!� ����� *���# � � * � ��* � � � ��� #-g�,-g�ÛPÙ�. k:� �"� ,-����� � ���!�  G ��� ����� ��� �"�! �
��g�,-g�Û0Ù�. ¢�,-7!6 � � �!� .

EXT3
$���� 3á# � � � ,-� �2# � �Fg�,-g�Û�Ù�. ¢
 *2Û�> � ¢�.��&,-�F#  ��� �
 ��* � � � � � �  � �T,-* � �0Û�> � ¢�.Pg�� � �T� # � � �<� ����� � � � � * ��� #=� �� *
�! * � �  ;�,-�  � ��g�,-g�Û"� � � � � * � ����7!� � � �9K
y ��� � 7-K O O * � ;9. * ,-* � . �!� O � �9O * � ;9O ��� ��� O � > � ¢ � � � � � # * � Ù!¢�. ���
��� � .
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� *���k . v�G � � *  � �9."$F� � � � � * ��� � ���! �!� � �� *�� G �  � � ;�� ��� �
� �����& �� � ��3:� ;�*  � � . $0;�� � �� *:� G �  � � ;�� �:� ��� ���:i=l&i:.
���<3:� � ��� ;�� ��� ���!� 3:��� � � ����� * * � 6 � *�# � � �D� ,-�:* � � G � � P
��� 3:� G � � 4 3:�:3:� � ����� �=� ;�� ��� ��� � � � � ����� 3F��� * * � 6 � *�� �
� � 7!� /�� �:��� * * � 6 � * .
Æ x t p o ` ` o9p ^ ] x ] Á,U�V q o-r���T,-* ,-� � � /�,-* �T6 [ L9N�;�,-���!� �  �!� �F� �P� > 7!� � � �T�9h=� � �
k . �-. k .IL9�� *2� 7!7!�  � � �  � �Q *2� �Q� ���Ci=l&iE� ���m3:� *
 ��* � � � � � ��,-*  ��6�ã-� g L9�-.
Æ x t p o ` ` o9p ^ ] x ] Á0Ë-Â�¾-Ò@W(&f&�&{�ÛA *T��� �� ��* � � � � � ��; /��!� # � ,-� � .:z'� 3:� G � � 4'��� � /
,-* � � *:� #!�  ��,!>�7!� � # � �&� �� *:� � G  � � �!��� ��� .
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�  ��,!>�O %'f=@ �T� ����� � � � 3:*'/ � ,�� �<* ��� � �:#  � � *:� ����7!�  ��� � � *
3: � �8�� ���!� 3:*P��� � �� ��� * .�g�� ��;��F7!� � G  �!� *�* � � G  � � *
� ��� ��� � �
� � ��7!� �  ;�� �A3: � ��� ���m* � � ���!� � ��ý �� ���!� 3:*
f=� � 3:� � 1! ��6 ýc* � � G  � � * 7!� � G  �!� � ; / �� ���!� 3:*
×�Ú�O ×!ê-O f�L&O � � �J� � ��7!,-� � � * . h=� # � � �e3:�J6 � �Q ��� �
� � ��#  6 ,-�  ��6Pg�� ��;���# � ��� ,-�"7!,-� 7!� * � * 4'/ � ,9) � �:��� � �8� �
��� 1!��* ,-� ��� ��� �=� ����g�� ��;���* � � G � �� *� ��* � � � � � ��� ��/ � ,-�
�  ��,!>2* / * � � �".E$&*8� � 3:� / * 4</ � ,D� � �m�!� 3:��� � � �m� ���
g�� ��;��2* � ,-� � �8# � � ��3'3'3�. * � ��;��!. � � 6 4�;�,-�06 � ��� � � � � /
� ����� � *  � * ��3:� /C� �F ��* � � � �� ��� �C/ � ,-�T* / * � � �� *�; /
 ��* � � � �  ��6T� ���Pý * � ��;�� ý�7!� � 1!� 6 �07!� � G  �!� ��; /�i'� ;� � �94
�9� ��z'� � 4 � �93:��� � G � � .
@ #�� �� *P *0/ � ,-�"#  � * ���  ���P ��* � � � �  ��6�g�� ��;��!4'/ � ,83: � �
3:� ����� �T� � G  � 3�O � �! ��* � ���0� #:� ���";�� *  �0� � ��#  6 ,-� � �  � �
� 7!�  � ��*� �P� ����* ��;9. � � ��# y � � � 10 ��O � � ��� ��O � � � O * � ��;�� �
� � ��#  6 ,-� � �  � �0#  � � .�L9�������  �0� �� ��6 *�� ��3:� � � �0 �T� � �!� �
� ��6 � �&/ � ,-�<* � � G  � � *�,-70� ���T� ,-���� ��6�� � ��� ����* � � ,-�  � /
7!� �  � / y * � � ,-�  � /�� * ��� � ��� �Q* � � ,-�  � /�� ,-* � � �2� ����� ���
ý 6 ,-� * ��� � � � ,-��� ý�* � � �  ��6 .E[!� �T�!� � �  � *�� #�� � ��#  6 ,-�  ��6
g�� ��;��!4m� � # � �E� ��� ����g�� ��;��I�!� � ,���� ��� � �  � �H� �
3'3'3�. * � ��;��!. � � 6A� �8� ���Ag�{�hez��9��L=��.�$E� � ��7!� � � �
* � ��7!� � y � � 3<5 * � � ,-�  � / �=� � ��#  6 ,-� � �  � �0#  � ��3: � ��;���* ��� 3:�
� � � � � .
@ �< *"7!� � ;�� ;�� /P� � G  * � ;�� �"� �0� � * ��/ � ,-��� � ����� � �  � ��� ���
� ,-� ��� ���  � � �  � �F��� � ��� � y  #<� � / �:; /�� � � � �  ��6���*  ��7!� �
#  � �"* ��� � �0# � ��/ � ,-��� �  � ��� * .2@ �F� � /P� G � ��� 4'� ��� ��/ � ,-�
� �  � ��� *�� � ��� ;�� ��� ��� � ����� � �'� ��/ � ,-�<g�� ��;��"* � � G � � 4!3:�
� � ��� � � � /0� ��� � � � � ��� ����N!i'[Pý 7!* � ,-�!� 5 7!�  ��� � � ý .�[! � * � 4

$&%'%�(&f�l&� � . �!�
•
f=� . j �Pk Ú�� i'� � � ��;�� �&��v!v=k



� ��� ,-6 �94-� � � ) *���� 1!��* ,-� ��3:����� G ��� �����  6 ���',-�  �  �  � *�� �
� � � ,-� � � /�7!� � �!,-� �:� ���:N!i'[��!� � ,���� ��� * .

GHOSTSCRIPT

(&��� * � * � �  7!�< *"� ��� � ��� ��6 � � � �<� 7!7!�  � � �  � ��� ��� �<� � ��;��
,-* � ��� �"���  ��,!>�* / * � � �"."(&��� * � * � �  7!�= *�� # � � ��,-* � ��� �
� � � G � � ��N!� * � * � �  7!�� ��� �T� ���T� � � � � � ��� � 3Q# � � ��� ��# � ���
7!�  ��� � � 4&;�,-�< ��� � �F� � * �0;��0,-* � ��� �T� � � G � � �<;�� � 3:� � �
N!� * � * � �  7!�F� ���BN!i'[�# � � ��� � * .þ(&��� * � * � �  7!�8� � ��� *
 ��* � � � � � �8� �8��� � /F�! * � �  ;�,-�  � ��*P �2� � �!� �"� ��7!� � G  �!�
7!�  ��� � �<* ,-7!7!� � � .P@ #=� ����ý 6 * ý'� � ����� ���0 *�� G �  � � ;�� ��� �
/ � ,-�P* / * � � �"4�� ��� �
(&��� * � * � �  7!�" *F7!� � ;�� ;�� /2� � � � � � /
 ��* � � � � � �-.��&� ��� � 3: * � 4Þ/ � , � � �  ��* � � � ��/ � ,-�
�! * � �  ;�,-�  � �-) *�7!� � 1!� 6 � y 6 ��� * � * � �  7!��� �P�9� �0z'� � 496 *�� �
6 * 5 � � � �!�! �T� �Pi'� ;� � �!�=� ���!� 3:��� � � �0� ����* � ,-� � ��# � � �
��� � 7-K O O 3'3'3�. � * . 3: * � . � �!,=O � 6 ��� * � O  #Q/ � ,9) � ��# � � �  ��6
� � G � ��� ,-� � ,-* .
L9���m(&��� * � * � �  7!��7!� � 1!� 6 �m ��� � ,-�!� *A�D* � �  7!��� � � � � �
7!* �!7!�!#�� ��� ����� 1!� *�� ���F� � � G � � *  � �A� #�N!� * � * � �  7!�"� �
N!i'[bß ,- � �
� � * /�.Üf=� 3�� ��� ��3:�m��� G �
� �� *m,-�  �  � /
� G �  � � ;�� � 4�3:�A� � �Q;�� 6  �b� ���A� � � � �  � �b� #T� ,-�8N!i'[
* � � G  � �:� ��g�� ��;��!.

BRINGING IT TOGETHER

[! � * � 4=� � � ) *�� � G  � 3m�0� / 7! � � �&;�� � � 5 ;�� ��� *�7!�  ��� � ��* ��� � �
 ��g�� ��;�� y # � � �A� ���:* ��;9. � � ��#!#  � � � K

[ hpdeskj et ]
pat h = / t mp
pr i nt abl e = yes
wr i t eabl e = no
cr eat e mask = 0700
guest  ok = yes
pr i nt er  name = l p

y f=� � �<� ����*  � � ���=ý � ý- ��3:�  � � � ;�� � .�L9���<� � ��#  6 ,-� � �  � �"#  � �
��� *" ��� G � �F� ��� ,-6 ��� ���0� � �! ��� � /T3:� � ���!� � * �-) � .8L9���
* � ����� 7!7!�  � *�� ��;�� � 3:* � � ;�� ��;�� � � 3�.P$&� � ,-� � � /�4=g�� ��;��
� � � � 7!� *F �"�  � ��� �03:� /�4�;�,-�"g�� ��;�� ) *���� ��7!� 6 � *F,-* �
3:�  � � � ;�� � . �:f=� � ��� � � /�4=3:��� �8�P7!�  ���&+ � ;8 *0* 7!� � � � ��� �
� �� *�* ��� � � 4���� � ����� ���"* ,-� �0� *�� 7!�: *�� ,-�T� ��� � � ��* # � �
� ����+ � ;8� �P� ���T�  ��,!>�7!�  ���  ��6�* / * � � �".Q�&,-����� � ��� �
��� � �: *:� �<,-* �:� ���:� > � � � � � ���9� � ��#  6 ,-� � ;� �  � /�� #!g�� ��;���� �
* 7!� �  # /�� ��� � � � � ��� � ��7!�  ���  ��6�� � ����� ���� ��7!� � � ��� #�� 7!� .
g�7!� �  #  � � � � /�4�� ����� � ��#  6 ,-� � �  � ��G � �  � ;�� �� *�� � � � � �Tý 7!�  ���
� � ����� ����ý .
L9���á* 7!� �  #  � �Í� � ����� ���Í *á� > � � ,-� � �-4
� ���H� � /
� � � ,-� � � ��� �A� #Tà�#T� �Cà�*A �b� ���
ý 7!�  ����� � ����� ����ý
G � �  � ;�� ��3: � �&;��"� � 7!� � � � �P; /P� ���"��� ���"� #'� ���"7!�  ��� � �
* 7!� � ��#  � ��� ��� �-3:� *�* � ���= ��; /�� ���:3: ���!� 3:*�� �  � ��� .�[!� �
� > � ��7!� � 4'� �T*  ��7!� /��! * � � � ��� � /�7!�  ���&+ � ;�* 4�� �� *0�  ���
� � ,-� ��;��:7!� � � � �� ��� ���:� ;�� G �:7!�  ��� � �&� � ��#  6 ,-� � �  � �9K

pr i nt  command = / bi n/ r m %f

L9�� *F;��  ��6 *8,-7
� ��� � ��� �� ��7!� � � � ���07!�  ��� K�3:��� � � G � �
7!�  ���"� � ����� ���m *8* 7!� �  #  � �A��,-* �"�!� � � � �8� ���8* 7!� � �
#  � � * 4-� �<� � * ��� ��� /�3: � �9� G � ��� ,-� � � /07! � ��,-7T� ���0#  � ��/ � ,-�
�! * 1-.

PRINT SCRIPT

�&,-�Q7!�  ���m* � �  7!�23: � �C� � � � 7!�m� ���e� � ����� ����5 �  ���
� � 6 ,���� ��� K=� ���"��� ����� #'� ���"7!�  ���:* 7!� � �'#  � � 4-3:�� � �� *
� * * ,���� �Q� �A;��A �bN!� * � * � �  7!��# � � ��� � ."@ �T3: � �0� ��� �
� � � G � � �9� �� *< ��� ��� ����N!i'[��!� � ,���� ���9� ����7!� � � �� �9 ��� �
� � � � * *  ;�� �<� � � � �  � �9.�M9�  � ��� *:3: � � ;��<� ;�� �<� ��� � � �  � G �<� ���
#  �� * ��� �07!� � �!,-� �'; /",-*  ��6�� ����#  � ��* ��� �  ��6�* � � G  � � *�� #
g�� ��;��!.F[!� ��� > � ��7!� � 4= #'�"�! � � � � � � /T��� ��� ��ý O * ��� ý' *
* ��� � � �b; /Bg�� ��;��!4"3:�D� � ,-� ��7!� � � �
#  �� * ��� ��N!i'[
�!� � ,���� ��� *< �

/ shr / pdf dr opbox/
.�h=�<* ,-� �<� �

mkdi r3:��� � � G � �&�! � � � � � � /</ � ,�� ��� � * � .
$&� * � 4 / � ,���,-* �-;��<* ,-� �<� ��� ��/ � ,�6  G ��3:�  � �<7!� � �� * *  � �
� ��� ����g�� ��;���,-* � � y � ������� ;�� � /",-* � �< �T� �� *�� > � ��7!� � �
� �" ��3: � �<��� ��;���� ;�� �P� ��� � � � � �P� � /FN!i'[!* .B@ �2� �� *
� > � ��7!� � 4 / � ,�3:� ,-� ��3:� ���-� � K

chown nobody / shr / pdf dr opbox
chmod u+r wx / shr / pdf dr opbox

z'� � �0 *0� ���0� � ��7!� � � � 4=/ � ��*  ��7!� �07!�  ����* � �  7!� 4'� � � � � �
7!�  ��� 7!�!# 4-� � * ��� G �  � � ;�� �� �T� � > �'# � � ��� � .��&�T� ,-�<�  ��,!>
* / * � � �"4 3:� ) � � 7!� � � �:� ���:* � �  7!�-� �

/ usr / bi n/ pr i nt pdf

#! / bi n/ sh # Si mpl e scr i pt  t o conver t  a speci f i ed post scr i pt  f i l e
i nt o a PDF document
# and pl ace i t  i n a l ocat i on t hat  i s shar ed by t he Samba ser ver .
#
# Ar gument s:
#   1st  − The name of  t he spool  f i l e
#
# John Br i ght ,  2001,  j br i ght @wi nf or deng. com # We wi l l  cr eat e t he
pdf  i nt o a t empor ar y f i l e based upon t he cur r ent  dat e and t i me.
# Af t er  we ar e f i ni shed,  we’ l l  r ename i t  t o a f i l e wi t h t he same
dat e,  but  endi ng
# i n . pdf .   We do t hi s because i f  a user  t r i es t o open a PDF t hat
i s st i l l  bei ng wr i t t en,
# t hey wi l l  get  a message t hat  i t  i s  cor r upt ,  when i t  i s  act ual l y
j ust  not  done yet .  DATE=‘ dat e +%b%d−%H%M%S‘  # Di r ect or y i n whi ch t o
pl ace t he out put
# Be sur e t hi s di r ect or y exi st s and i s wr i t abl e by t he user  t hat
Samba
# i s r unni ng as ( f or  exampl e,  t he nobody user )
OUTDI R=/ shr / pdf dr opbox ps2pdf  $1 $OUTDI R/ $DATE. t emp
mv $OUTDI R/ $DATE. t emp $OUTDI R/ $DATE. pdf
r m $1 

@�* �  �� ��3:� *<*  ��7!� � 4 �  6 ��� ��L9��� � � ) *<� � � � � /���� �-��,-� ��� �
 �-� ��� �'3:�:��� G �:� � � � #!� ���:� � � � *:� � 6 � � ��� � .

FINISH THE SAMBA SETUP

f=� 3A� ��� �&3:����� G ��* � � �P� G � � / � �� ��6�� ��� ��6 � � *� ��� ��� ���
N!i'[A* � � G  � �F� �m� ���F�  ��,!>2*  �!� 4<3:�F� � �
#  �� * �m� ���
g�� ��;��e� � ��#  6 ,-� � �  � �á#  � � .Yz'� � �B *�� �á� > � ��7!� �
* ��;9. � � ��#=#  � ��� ��� �'6 � � *�� ����+ � ;P�!� ��� .P@ �' *����  � � � ��� � 3
� �C* � � ,-�  � /�4�;�,-��� ��� ��1!� � 7!*�� G � � / � �� ��6�*  ��7!� � .�ã-� ,
� � ���!� 3:��� � � ��� �� *:#  � �:# � � �A��� � � .
[ gl obal ]
   guest  account  = nobody
   i nval i d user s = r oot  ;  Ti ght en secur i t y j ust  a l i t t l e:  onl y
al l ow l ocal  access
   i nt er f aces = 127. 0. 0. 1 et h0
   bi nd i nt er f aces onl y = Yes
   ;  Thi s assumes you ar e on a l ocal  net wor k wi t h 192. 168. x. x I P
addr esses
   host s al l ow = 192. 168.
;  Shar e−l evel  secur i t y i s gener al l y easi er ,  al t hough not  as secur e
   secur i t y=shar e
   wor kgr oup=WORKGROUP ;  Set  up a publ i c shar e,  t hi s wi l l  be used
t o r et r i eve PDFs
;  The name of  t he shar e wi l l  be seen as " shr "  by Wi ndows user s
[ shr ]
   pat h = / shr
   br owseabl e = yes
   wr i t eabl e = yes
   guest  ok = yes
   f or ce user  = nobody ;  Set  up our  PDF−cr eat i on pr i nt  ser vi ce
[ pdf ]
   pat h = / t mp
   pr i nt abl e = yes
   guest  ok = yes
   pr i nt  command = / usr / bi n/ pr i nt pdf  %s
  
   ;  Ther e i s no need t o suppor t  l i s t i ng or  r emovi ng pr i nt  j obs,
   ;  s i nce t he ser ver  begi ns t o pr ocess t hem as soon as t hey
ar r i ve.

$&%'%�(&f�l&� � . �!�
•
f=� . j 5"k Ø�� ´�µ ¶ µ ��;�� �&��v!v=k



   ;  So,  we set  t he l pq ( l i s t  queued j obs)  and l pr m ( r emove j obs i n
queue)
   ;  commands t o be empt y.
   l pq command =
   l pr m command =

�&#=� � ,-� * � 4!/ � ,03: � �9��� � �0� ��* � � � � O � � * � � � �'g�� ��;���� # � � �
/ � ,2��� G �T� � � � � � �-O � �! � � �8� ���T* ��;9. � � ��#<� � ��#  6 ,-� � �  � �
#  � �:� ��/ � ,-�&�  1! ��6 .
g�� � �  ��6<%'7��:�� ���!� 3:*<M9�  � ���
ã-� ,�* ��� ,-� ����� 3A;���� ;�� ��� �"6 �"� ��� � �P� ���P ��* � � � �&� ���
* ��� � � �mN!i'[A7!�  ��� � �P� *F�C��� � 3:� � 1A7!�  ��� � �P� �2/ � ,-�
�� ���!� 3:*�� �  � ���'��� � �� ��� .�L9���!��� �� * 4=#  ���T� ����7!�  ��� � �
* ��� � ��,-���!� ��f=� � 3:� � 1Pf=�  6 �!;�� � ��� � �-4=�  6 ��� 5 � �  � 1-4=� ���
* � � � � �:@ ��* � � � � .8i',-�  ��6" ��* � � � � � �  � �94-/ � ,P3: � �9;���� * 1!� �
� �"7! � 1T�"7!�  ��� � ���!�  G � � .�V�,-* ��* � � � � ��* � ����N!� * � * � �  7!�
7!�  ��� � ���!�  G � � 49# � ��� > � ��7!� � 49� ����z'NT� � * � � V�� �:Ú N-O Ú {�N
N!� * � g�� �  7!� .
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* � � G  � ��� ��/ � ,-���  ��,!>���� � �� ���� *�� > 7!� � �  ��6�� ��� � � �  G �
 ��7!,-�� �PN!� * � * � �  7!�'# � � ��� � .�g� ��� ��� ,-�<7!�  ��� 7!�!#&* � �  7!�
� � � �  G � *T� ���07!�  ���&+ � ;8� > � � � � /�� *T �:3:� *0* � ���<; /�� ���
�� ���!� 3:*C� �  � ��� 4�� �� *8��� � ��*F3:�C��� � �
� �2��� G �C� ���
�� ���!� 3:*T� �  � ��� *T* � ���F7!�  ���'+ � ;�*T �8N!� * � * � �  7!��# � � �".
$&*��!� * � �  ;�� �"� ;�� G � 4�� �� *� *��!� ����; /�* � � � � �  ��6����!�  G � �
# � �&� � /�N!� * � * � �  7!�-7!�  ��� � �&� ��� ���'�� ���!� 3:*:� �  � ���!3:��� �
� ����N!i'[C��� � 3:� � 127!�  ��� � �0 *� ��* � � � � � �-.�@�6 � ��� � � � � /
* � � � � ��* � ���TG � �  � � /F� #�z'NC� � * � � + � ��N!g27!�  ��� � �0# � � �
�� ���!� 3:* ) 7!�  ��� � �<�!�  G � �:�  * � y * ,-� �0� *�� ����z'N0� � * � � V�� �
Ú N-O Ú {�NEN!� * � g�� �  7!� 4�� *Q��� � � �e� ;�� G � �8� � � ��� ,-6 �E �
�!� � * �-) �m��� � � � �Q��3:��� � �e� � �A;�� � � ,-* �e� � �C� #2� ���
{� � � � * � # � 5 * ,-7!7!�  � �2N!� * � * � �  7!���!�  G � � *�,-* ��� ����* � ���
� � � �:�!�  G � �&� �<6 � ��� � � � �:� ���:N!� * � * � �  7!� .
�&��� ��/ � ,���� G ��� ����N!i'[P��� � 3:� � 1T7!�  ��� � �� ��* � � � � � �P� �
/ � ,-���� ���!� 3:*"��� � �� ��� 4'*  ��7!� /�7!�  ����� � / � �� ��6T# � � �
� � /�7!� � 6 � � �e� �"/ � ,-����� 3D��� � 3:� � 1�7!�  ��� � � 4&� ���P/ � ,
* ��� ,-� ����� G �:��N!i'[��!� � ,���� ���!3:�  �  ��6<# � �9/ � ,�* ��� � � � /�.

STREAMLINING

@ #�/ � ,b��� G �2� �Q� # #  � �2# ,-� ��� #0��� �-5 � � ��7!,-� � � 5 * � G G /
# � � 1!* 4� ��3:� ,-� �27!� � ;�� ;�� /C;������ � �F� � � ,�;�� ��� ��� �m � ) *
3:� � � �T� ��� � /"� ����� G ��� ��� �Q6 ��� ��� � ,-6 �0� ���� ��* � � � � � �  � �
7!� � � � * *0� ����* � � � � �<� �F� 7!7!� � 7!�  � � �"7!�  ��� � ���!�  G � � .A@ #
/ � ,���� G �Q� G � �m ��* � � � � � �e����� � 3:� � 1e7!�  ��� � �m# � � �
� ��� � ��� �=�� ���!� 3:*���� � �� ��� 4 / � ,���� G �<7!� � ;�� ;�� /���� �  � � �
��� 3�� ���:7!�  ��� � �&�!�  G � �& *:� ,-� � ��� 6  � � � � /�� � 7! � ��� ��/ � ,-�
��� � �� ���"* �0� ��� �'/ � ,F� � �"��� G � ��� G � ��7!� � ��7!� � ��# � ���
�!�  G � � .������ � �0�!��� ����* � ����� �� ��6�3: � �0g�� ��;��!.![! � * � 4
/ � ,0* ��� ,-� ��* � �=,-7���#  � �<* ��� � ��� ��/ � ,-�'�  ��,!>���� � �� ���
��� ��� �"ý 7!�  ��� � � ��ý y 3: � ��� ,-�=� ����ß ,-� � � * � . ��� ) � �!��� 1!��� ���
7!� � � # � � � ��� 7!�  ��� � � � * ��� � � ;��
/ et c / samba/ pr i nt dr i ver s/

y / � ,9) � �0��� G �A� �2��1!�! �
� �����! � � � � � � / � ."L9����� �  � ��� *�3: � �=*  ��7!� /",-* ��� �� *�* ��� � �
� �<� ;�� �  ��� ���:7!�  ��� � �&�!�  G � �&#  � � *:�!,-�  ��6< ��* � � � � � �  � �9.
f=� 3A3:�"��� � ��� �0#  ����� ,-��3:�� � ���!�  G � ��#  � � *���,-* �:;��
� � 7! � �� ��� ��� ����7!�  ��� � � ��* ��� � ���! � � � � � � /�. ����� � * ����� � �
� �P6  G �0g�� ��;��P�P7!�  ��� � ���!� #  �� �  � �F* �T ��� � �F� � � ��� ���
� �  � ���93:�� � �0�!�  G � �:#  � � *� �&��� � �!* .0@ �&� ,-� ��*�� ,-�&� � �-� �� *
 *�� � 1!� �"� � � ��� #9 �"� ����* � � 7"� ��� ��1!*�� ����g�� ��;���,-�  �  � /
� � � � � ����� 1!� � 7!�  ��� � � �!� # .CL9�� *0,-�  �  � /�� � ß ,- � � *�/ � ,8� �
��� G �0� ������ ���!� 3:*0@ f=[�#  � �0� ��� ���!� #  ��� *�/ � ,-��7!�  ��� � �
� ����1!��� 38� ���<# ,-� ���  � � � 4!* ,-� ��� *�ý z'N�� � * � � V�� �=Ú N-O Ú {�N

N!� * � g�� �  7!� ý .�ã-� ,"3: � �-��� � �"� ��#  ����3:�� � �0@ f=["#  � �</ � ,-�
7!�  ��� � �� *0�!� #  ��� �� �9.m[!� ��� > � ��7!� � 4'� �� *0� � * � � V�� �� *
�!� #  ��� �b �

C: \ WI NDOWS\ I NF\ MSPRI NT3. I NF
.Üf=� � �

� ��� �
C: \ WI NDOWS\ I NF

 *:���� �!�!� ���! � � � � � � /�.
M9� 7 /�� �� *:#  � �:� ��� ��/ � ,-�&�  ��,!>���� � �� ���:� ����,-* �:� ���
��� 1!� � 7!�  ��� � � �!� #C,-�  �  � /J� ��� � � � � ���e� � � � �C7!�  ��� � �
�!� #  �� �  � ��#  � �:� ��� �-g�� ��;��:3: � � � � � �-. [!� �&� > � ��7!� � K
make_pr i nt er def  MSPRI NT3. I NF " HP Laser Jet  5P/ 5MP
Post Scr i pt "  >> / et c/ samba/ pr i nt er s. def

z'� � ��3:��� � �! � � � � � �Ý* � � ���!� � �þ� ,-� 7!,-��� �Ü� ���
7!�  ��� � � * . �!� #�#  � ��� �8� � � � � �F� ����7!�  ��� � �P� � ��#  6 ,-� � �  � �9.
L9���
��� 1!� � 7!�  ��� � � �!� #�7!� � 6 � � ��� � * �Q� ,-� 7!,-� *Q* � ���
� > 7!� � ��� �  � �T� �T* � � ���!� � �0� � � � ��3:�� � �"/ � ,03: � �=* � � .P@ �
* ��� ,-� ��� � � � / � ,�3:�� � ���!�  G � �&#  � � *'/ � ,���� � �-.:ã-� ,�� � �
#  ����� ��� * �: �

C: \ WI NDOWS\ SYSTEM
� �

C: \ WI NDOWS
� ���

/ � ,P* ��� ,-� �T� � 7 /"� ��� �b ��� ��� ����7!� � �P� #-/ � ,-��7!�  ��� � � �
* ��� � ��� ��� �����  ��,!>Þ��� � �� ��� y  ��� ,-��� � * � 4
/ et c / samba/ pr i nt er dr i ver s/

� .
L9���E7!�  ��� � � * . �!� #
#  � �J� ��� �
3:�J��� G �J� � � � � � � y � �
� 7!7!� ���!� �0� � �=��� � ���!� � *���� �'��� � �T� ��;���* ��� � � �0� ��� ���
�� ���!� 3:*���� � �� ��� * 4  �- *:� ��� /�� � � ��; /�g�� ��;��!.�f=� 3P3:�
+ ,-* �9��� G ��� ��� � � ��g�� ��;���� ;�� ,-�=� ����7!�  ��� � � * . �!� #-#  � �<� ���
� ,-�<�!�  G � �<#  � � * .�L9�� *� *��!� ����3: � �T� ����ý 7!�  ��� � �<�!�  G � �
#  � � ý�* � � �  ��62 �m� ���86 � � ;�� ��* � � �  � �
� ���m� ���Cý 7!�  ��� � �
�!�  G � � ý:� ���Fý 7!�  ��� � ���!�  G � ��� � � � �  � �-ý<* � � �  ��6 *0 ��� � � �
7!�  ��� � �T* � � �  � �A� #�* ��;9. � � ��# .�L9���F# � � � � 3: ��6F� � G  * � �
* ��;9. � � ��#-#  � ��* ��� 3:*���� 38� ��� * ��* � � �  ��6 *�� � ��,-* � �-4�� ���
� � * ��* ��� 3:*�� ��� > � ��7!� ��� #'�"7!�  ��� � � �P* ��� � � .�ã-� ,�� � �
�!� 3:��� � � ��� �� *:� � ��#  6 ,-� � �  � ��#  � �:# � � �
��� � � .
[ gl obal ]
   guest  account  = nobody
   i nval i d user s = r oot     ;  Ti ght en secur i t y j ust  a l i t t l e:  onl y
al l ow l ocal  access
   i nt er f aces = 127. 0. 0. 1 et h0
   bi nd i nt er f aces onl y = Yes
   ;  Thi s assumes you ar e on a l ocal  net wor k wi t h 192. 168. x. x I P
addr esses
   host s al l ow = 192. 168.
  
   ;  Shar e−l evel  secur i t y i s gener al l y easi er ,  al t hough not  as
secur e
   secur i t y=shar e
  
   wor kgr oup=WORKGROUP    pr i nt er  dr i ver  f i l e =
/ et c/ samba/ pr i nt er s. def
  
;  Set  up a publ i c shar e,  t hi s wi l l  be used t o r et r i eve PDFs
;  The name of  t he shar e wi l l  be seen as " shr "  by Wi ndows user s
[ shr ]
   pat h = / shr
   br owseabl e = yes
   wr i t eabl e = yes
   guest  ok = yes
   f or ce user  = nobody ;  Set  up our  PDF−cr eat i on pr i nt  ser vi ce
[ pdf ]
   pat h = / t mp
   pr i nt abl e = yes
   guest  ok = yes
   pr i nt  command = / usr / bi n/ pr i nt pdf  %s
  
   ;  Ther e i s no need t o suppor t  l i s t i ng or  r emovi ng pr i nt  j obs,
   ;  s i nce t he ser ver  begi ns t o pr ocess t hem as soon as t hey
ar r i ve.
   ;  So,  we set  t he l pq ( l i s t  queued j obs)  and l pr m ( r emove j obs i n
queue)
   ;  commands t o be empt y.
   l pq command =
   l pr m command =
  
   ;  We al r eady def i ned t he pr i nt er  dr i ver  def i ni t i on f i l e above.
   ;  Her e we need t o speci f y t he ent r y i n t hat  f i l e t hat  shoul d be
used
   ;  f or  t hi s pr i nt er .
   pr i nt er  dr i ver  = HP Laser Jet  5P/ 5MP Post Scr i pt
   pr i nt er  dr i ver  l ocat i on = \ \ %h\ pr i nt er $ ;  Fi l e shar e t o al l ow
cl i ent s t o downl oad pr i nt er  dr i ver s
[ pr i nt er $]
   pat h = / et c/ samba/ pr i nt dr i ver s
   guest  ok = yes
   r ead onl y = yes

SETTING UP A L INUX CLIENT
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•
f=� . j �Pk Ù�� i'� � � ��;�� �&��v!v=k
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�  ��,!>�� �  � ��� * 4 *  ��� �<� ��� /�� � ����� � �:� � *  � /� ��* � � � �!� � � � ���
��� � � * * � � /�� � � � *0� �F� ���  �e� 3:����� � �� ��� * 4&;�,-�� ��* �  � �
�� 6 ����;��T,-* � # ,-�:� �P��� G �T��� � ��� � � �  � � �FN!i'[F� � � � �  � �
* � � G  � � . y g� �!����� � � K�(&��� * � * � �  7!�� *�� G �  � � ;�� ��# � �T� ���
�� ���!� 3:*�7!� � � # � � �"4:;�,-����� * ��,-* � � *P3:� ,-� �C7!� � ;�� ;�� /
#  ���" �&ß ,- � ���! # #  � ,-� �&� � ��7!� � � �"� ��� ����7!�  ��� � �:* � � G  � � 5
;�� * � ��� � � ���� ß ,-���!� * � �  ;�� ����� � � . ��$&� * � 4!� ����� � � ���� ß ,-�
,-* � �"� ��7!�  ���&� ��� ����N!i'["* � � G  � ��� � �";���,-* � �"� ��7!�  ���
� �C� � /m� � ��� ��7!�  ��� � ��* � � G  � �8* ��� � � �m; /mg�� ��;��2� �
�� ���!� 3:* 4 * �< �- *:6 � � �� ��# � � ��� �  � ��� �<� � G � � .
L9��� � �P� � �P��,���� � � ,-*T3:� / *P� ��� ��/ � ,2� � �C7!�  ����� ���
�� ���!� 3:*<7!�  ��� � �'* ��� � �<# � � �m�  ��,!>�.�N!� � ;�� ;�� /�� ���:;�� * �
 *:� �<�  * �-� ���:* ��;�7!�  ���9* � �  7!� y 3:�� � ��,-* � *:* ��;�� �  � ��� �!� *
�B#  � � � �
 �E� �

/ et c / pr i nt cap
� ��� � /�.P����� �E� �� *

��� � ��� �8 *P,-* � �-4<�P�� ���!� 3:*�* ��� � � �87!�  ��� � �0� � �8;��
,-* � �A3: � �Q� ���2* � � ���!� � �D� 7!�F� � ����� ���D� ��� �T�  ��,!>
,-* � � *�� ���P� 7!7!�  � � �  � ��*"� � ��� � � ,-* � � ��� ��� � .Fã-� ,P3: � �
��� � �T� ����� 1!��* ,-� ��/ � ,���� G ��;�� � �P� ����* ��;�7!�  ���:� ���
* ��;�� �  � ���e7!� � 6 � � ��*I� ��/ � ,-��� � ��7!,-� � � . L9���
* ��;�� �  � ���<7!� � 6 � � �� *0 ��� ���Tý * ��;�� �  � ��� ý<7!� � 1!� 6 �"� �
i'� ;� � �F* / * � � ��*0� ����� ���Tý * � ��;�� 5 � �  � ��� ý<7!� � 1!� 6 �0� �
�9� �"z'� �&* / * � � ��* .9�&�0�9� �"z'� � 4-� ����* ��;�7!�  ���&* � �  7!�& *
 ��� � ,-�!� �e3: � �á� ����ý * � ��;�� 5 � �  � ��� ýA7!� � 1!� 6 � .Y�&�
i'� ;� � �94- �� *� ��� � ,-�!� �"3: � �T� ����ý * � ��;�� 5 �!� � ý'7!� � 1!� 6 �
� *<3:� � �9� *����! # # � � � ���=G � � *  � �T �T� ����ý 7!�  ��� #  � � � � * 5 7!7!��ý
7!� � 1!� 6 ��� ���"ý � 7!� ��6 � � � � ý .�L9��� � ��� � ��* ����� � /��! # # � � � ���
G � � *  � ��*8# � � � �  ��6C� � � ,-���
� ��� �0@"� ��� ,-6 ���T �";�� * �0� �
 ��� � ,-�!����� � 7 /���� � � .�ã-� ,T� � �0�!� 3:��� � � �" �&# � � �D��� � � .
@ �C� � /8� G � ��� 4:@ ) � ��� * * ,������ ��� ��/ � ,A��� G ���P3:� � 1! ��6
* ��;�7!�  ���2� �

/ usr / bi n/ smbpr i nt
� ���J� ��� �A �A *

� > � � ,-� � ;�� � y
chmod +x / usr / bi n/ smbpr i nt

� ."z'� � �� *
� ���:* ��;�7!�  ���-* � �  7!� K
#! / bi n/ sh
# Thi s scr i pt  i s  an i nput  f i l t er  f or  pr i nt cap pr i nt i ng on a UNI X
machi ne.  I t
# uses t he smbcl i ent  pr ogr am t o pr i nt  t he f i l e t o t he speci f i ed
smb−based
# ser ver  and ser vi ce.
# For  exampl e you coul d have a pr i nt cap ent r y l i ke t hi s
#
#
smb: l p=/ dev/ nul l : sd=/ usr / spool / smb: sh: i f =/ usr / l ocal / samba/ smbpr i nt
#
# whi ch woul d cr eat e a UNI X pr i nt er  cal l ed " smb"  t hat  wi l l  pr i nt
v i a t hi s
# scr i pt .  You wi l l  need t o cr eat e t he spool  di r ect or y
/ usr / spool / smb wi t h
# appr opr i at e per mi ssi ons and owner shi ps f or  your  syst em.  # Set
t hese t o t he ser ver  and ser vi ce you wi sh t o pr i nt  t o
# I n t hi s exampl e I  have a Wi ndows f or  Wor kgr oups PC cal l ed
" l apl and"  t hat  has
# a pr i nt er  expor t ed cal l ed " pr i nt er "  wi t h no passwor d.  #
# Scr i pt  f ur t her  al t er ed by hami l t om@ecnz. co. nz ( Mi chael  Hami l t on)
# so t hat  t he ser ver ,  ser vi ce,  and passwor d can be r ead f r om
# a / usr / var / spool / l pd/ PRI NTNAME/ . conf i g f i l e.
#
# I n or der  f or  t hi s t o wor k t he / et c/ pr i nt cap ent r y must  i ncl ude an
# account i ng f i l e ( af =. . . ) :
#
#   cdcol our : \
#: cm=CD I BM Col or j et  on 6t h: \
#: sd=/ var / spool / l pd/ cdcol our : \
#: af =/ var / spool / l pd/ cdcol our / acct : \
#: i f =/ usr / l ocal / et c/ smbpr i nt : \
#: mx=0: \
#: l p=/ dev/ nul l :
#
# The / usr / var / spool / l pd/ PRI NTNAME/ . conf i g f i l e shoul d cont ai n:
#   shar e=PC_SERVER
#   user =" user "
#   passwor d=" passwor d"
#
# Pl ease,  do not  modi f y t he or der  i n t he f i l e.
# Exampl e:
#   shar e=\ \ ser ver \ deskj et
#   user =" f r ed"
#   passwor d=" "  #
# The l ast  par amet er  t o t he f i l t er  i s  t he account i ng f i l e name.
#   Ext r act  t he di r ect or y name f r om t he f i l e name.
#   Concat enat e t hi s wi t h / . conf i g t o get  t he conf i g f i l e.

#
eval  acct _f i l e=\ $$#
spool _di r =‘ di r name $acct _f i l e‘
conf i g_f i l e=$spool _di r / . conf i g # Shoul d r ead t he f ol l owi ng
var i abl es set  i n t he conf i g f i l e:
#   shar e
#   host i p
#   user
#   passwor d eval  ‘ cat  $conf i g_f i l e‘  shar e=‘ echo $shar e |  sed
" s/ [ \ ] / \ / / g" ‘  i f  [  " $user "  ! = " "  ] ;  t hen
   user cmd=" −U"
el se
   user cmd=" "
f i  i f  [  " $wor kgr oup"  ! = " "  ] ;  t hen
   wor kgr oupcmd=" −W"
el se
   wor kgr oupcmd=" "
f i  i f  [  " $t r ansl at e"  = " yes"  ] ;  t hen
 command=" t r ansl at e ;  pr i nt  −"
el se
 command=" pr i nt  −"
f i
#echo $shar e $passwor d $t r ansl at e $x_command > / t mp/ smbpr i nt . l og
cat  |  / usr / bi n/ smbcl i ent  " $shar e"  " $passwor d"  −E ${ host i p: +−I }  \
     $host i p −N −P $user cmd " $user "  $wor kgr oupcmd " $wor kgr oup"  \
     −c " $command"  2>/ dev/ nul l  

L9������� > ��* � � 7T *�� ��� �!�T�"��� 3
/ et c / pr i nt cap

� ��� � /
� �����  * �-� ���:* ��;�7!�  ���-* � �  7!�-� *:��#  � � � � .
z'� � �� *�� ��� > � ��7!� ��7!�  ��� � � 7P� ��� � / y � ��� � ��7!� � � ��#  � � � 4
� � * �<� G �  � � ;�� �:� *:�
� � > �-#  � � K
# PDF Ser vi ce ent r y l p| pdf | PDF Pr i nt er : \
        : l p=/ dev/ nul l : sh: \
        : sd=/ var / spool / l pd/ pdf : \
        : af =/ var / spool / l pd/ pdf / acct : \
        : mx#0: sh: \
        : i f =/ usr / bi n/ smbpr i nt :  You wi l l  need t o cr eat e t he spool
di r ect or y / var / spool / l pd/ pdf /  

y � �� #&/ � ,F��� G ��� N!�9��6 4&� ,-��� ��� � 1!7!�"5 # � .2h=��* ,-� �"� �
1!� � 78� ���P� � � � ,-���  ��6�#  � �P�  ���P �C� ���P7!�  ��� � � 78� ��� � /�4
� ����;���* ,-� ��� ���<� � � � ,-���  ��6�#  � �� *<� � � � � � �� �"� ���<* � ���
�! � � � � � � /
� *F/ � ,-�C. � � ��#  6A#  � � 4�� *2� �� *C *2��� 3�� ���
* ��;�7!�  ���-* � �  7!�-#  ���!*:� ����. � � ��#  6<#  � � .
$&� * � 4' �� *T* � � ���!� � �F7!� � � � �!,-� �0� �P��� G �T� ���T* / * � � ��) *
�!� # � ,-� ��7!�  ��� � ����� ��� �8ý � 7�ý�� *0* ��� 3:�8� ;�� G � .D@ #'/ � ,
� � � � � � /���� G ���

/ et c / pr i nt cap
#  � ��� ����3:� ,-� �0�  1!��� �

� � � �  �e/ � ,-�D� >  * �  ��6��!� # � ,-� �27!�  ��� � � 4�/ � ,á* ��� ,-� �
� � ��� G ��� ����� � � �! ��6�ý � 7 � ý=# � � �
� ����� ��� � /�* ��� 3:�"� ;�� G � .
f=� > � 4=/ � ,8��� � ��� �T� � � � � �0�P� � ��#  6 ,-� � �  � �8#  � �0��� ��� �
ý . � � ��#  6 ý . ã-� , * ��� ,-� � � � � � � � � �� * � �
/ var / spool / l pd/ pdf / . conf i g

L9����. � � ��#  6I#  � �
�!� #  ��� *�3:�� � �P* � � G � �<� ����7!�  ���-+ � ;T* ��� ,-� �0;���* � ����� � .
z'� � �: *:� ��� > � ��7!� � K

shar e=/ / your ser ver / pdf
user =" "
passwor d=" "

z'� � � 4�/ � ,-� * � � G � ��* ��� ,-� �T;���� � 7!� � � � �T; /T� ������� ����� #
� ���:� � ��7!,-� � �&7!� � G  �! ��6<� ���:N!i'[�* � � G  � � .
@ #!/ � ,T��� G ��� � /�� � � ,�;�� �<3: � �0� �� * 4!��� 1!��* ,-� ��� ��� �&� ���
* ��;�7!�  ���-* � �  7!�-��� *:7!� � �� * *  � ��� �<� � � ��� ����. � � ��#  6<#  � � 4
� �0/ � ,m��� /2;��F* � � � � � �� ��6�/ � ,-����� � �A# � �P�83:�� � � .
N!� � ;�� ;�� /�� ���T* � # � * �<3:� /�4'� ��� � � * ��� ��#  � * � 4� *T� �P6  G �
� � � �B7!� � �� * *  � ��� �Q� � � 4T# � �2� > � ��7!� � K

chmod a+r
/ var / spool / l pd/ pdf / . conf i g

[! ��� � � /�4 � ��7!�  ���9� ��� ����N!i'[�* � � G  � ��# � � �m�  ��,!>�4! � G � 1!�
� ���:� � ����� ���-K

l pr  −Ppdf  f i l e_t o_pr i nt . ps

� ����N!� * � * � �  7!�-#  � � .:L9�� *:� � ��� � * �:;��<,-* � ��# � � �C3: � �� �
��� * �9� 7!7!�  � � �  � ��* .�[!� ��� > � ��7!� � 4!�  * �  ��6�ý � 7!�:5 N!7!�!# ý9� *
� ���87!�  ���0� � ����� ���
 �
f=� � * � � 7!��3: � ��� � � � 3�/ � ,Q� �

$&%'%�(&f�l&� � . �!�
•
f=� . j 5"k ê�� ´�µ ¶ µ ��;�� �&��v!v=k



� � � � � �:��N!i'[��!� � ,���� ���-# � � �A�:3:� ;�7!� 6 � .

VIEWING PDF DOCUMENTS

L9����#  ��� �&� � 7! ��� ��;���� � G � � � �T�!� � � *�3: � ����� 3m� ��G  � 3
N!i'[��!� � ,���� ��� * .
Û�G � � / ;�� � /"1!��� 3:*�� ����* � � ���!� � �0� ���� ���!� 3:*� *:$&�!� ;��
$&� � � ;�� �'�9� � �!� � 4�;�,-�&� ��� � ��� � ����� � /���� � ��� 7!�  � ��*�� �
�  ��,!>�.9%'��# � � � ,-��� � � � /�49��� ����� #&� ����� ,-� � � ����� 7!�  � ��*�� �
�  ��,!>T* � � �B� ��;���ß ,- � ��� *��!� 7!� ���!� ;�� ��� *��9� � �!� ��� �
�� ���!� 3:* 4�;�,-�&� ��� /�� � ��* �  � �!G � � /�3:� � 1!� ;�� � .�L9�������  �
� 7!�  � ��*:� � � K
> � � � � � � � �C5T$&�!� ;��T��� *P���� � �0G � � *  � �8� #�$&� � � ;�� ��9� � �!� �&# � �&�  ��,!>> 6 GT5�l& � 3:� ��� ��� ��,-* � *�6 ��� * � * � �  7!�:� �� ��� � � 7!� � ��� ���N!i'[> 6 ��� ��� 5 6 G�5<$&� * ��,-* � *�6 ��� * � * � �  7!� 4 ;�,-�=��� *<���� � � �,-* � �& ��� � � # � � �> > 7!�!#�5T$m�� � �T� � � �8N!i'[�G  � 3:� � 4�;�,-����� ����# � ��� / ��� � � # � � �
@ �á��/�� 7! �� � �94C6 ��� ��� 5 6 GJ��� *�� ���e�� � � * �
,-* � �
 ��� � � # � � � .B@ �� *T;�� * � �C� �2(-L9�=U!4:* ��� �� ��6 *P�  1!��� ���
��� ,-* ��* � � � � �
3:��� � �
3:� � 1�3: � ��� ,-�B� � /Í* 7!� �  � �
� � ��*  �!� � � �  � �9.0%'��# � � � ,-��� � � � /�4� �-3: � �-# �  �-� ��� � � �"* � ���
N!i'[A�!� � ,���� ��� *F� ���A�! * 7!� � /C�C��� * � /!5 � � � 1! ��68� � � � �
# � � �E6 ��� * � * � �  7!� .D[!� � ����/�� > 7!� �  � ��� � 4�� � � � � � � �F *
G � � /�6 � � ��� ;�� ,-��;��  ��6P� ;�� �0� �P ��� � � 7!� � ���!� � ,���� ��� * .
@ ��� ���:7!� * �
@&��� G ����� �0* � ����� � � ,�;�� �<3: � �0 �'� � � * �� ��6 4!;�,-�&@&� �� ��1
 �-��� *:6 � � � � ��;�� � � � �&*  ��� �:� ��� �9.
@'��� G ��� � � � � /0,-* � �T6 G!4�;�,-��@' ��� 6  ���� ����� *�� ����* � ���
7!� � ;�� � �e� *"6 ��� ��� 5 6 GT*  ��� �"� ��� /P� � ��;�� � ��;�� * � ��� �
6 ��� * � * � �  7!� .�[! ��� � � /�4 > 7!�!#! *:�:G � � /�* � � ;�� �:N!i'[�� � � �!� � .
@=�!� �-) �=� � � � � ��� G � � /���� G  ��6� �=� � � * �94!� ���� �=,-* ,-� � � /���� *
���<7!� � ;�� � �A ��� � � 7!� � �  ��6<�!� � ,���� ��� * .
g��  � � 42� ��� � �E *e� �I� � � � *  � ��� �A7!� � ;�� � �"4C� ����� ���
�! * 7!� � / � �"ß ,-� �  � /�� #-� �����!� � ,���� ���=� # � � �" * �-) �&ß ,- � ��,-7
� �"7!� � .F@ �:�!� � * �-) �:��� G ���0# ,-� �=# � � � ,-� ���  * � 49;�,-�� �: *��
6 � � �CG  � 3:� �T� �81!� � 72� � � ,-���-.e$&� ��� �� *���� /2* � ,-���
* � � � /�4=;�,-�:;���� * * ,-� � ��� ��� �<� ��� G � � � 6 � 4=N!i'[TG  � 3: ��6
� ���  ��,!>� *:��� �-��7!� � ;�� � �".
z'� G �:# ,-��� ����6 � � ��� ,-� 1-è

Î-] \ x V r ^ } \ p ^ t o _ o-r p x�q r ^ xdc ^ x Á9] r u W x!} ^ x�q q r ^ x!}
o-x�u Á=` o�~ ` q t t!` | _ q r Á9] r n t \9^ t o t t ^ }-x�q u_ r ] }-r o-n�n ^ x!}Po-x�uRe ^ x s ÕPo�u9n ^ x ^ t p r o9p ^ ] x0u s p ^ q t ] f aÔ q o ` t ] o�u9n ^ x ^ t p q r t t q w q r o ` e ^ x s Õ � Ê!Â Æ TÐ ] n _&s p q r t o9p�o ` ] Ð o `:s x ^ w q r t ^ p |�o-x�u8o ` ~�o!| tP\ o tt q w q r o ` e ^ x s Õ È r q ` o9p q u _ r ] Ì q Ð p t p ]�Ñ q q _P\9^ n2Ã s!t | a
S=\9^ t o-r p ^ Ð ` q ^ t r q È _ r ^ x9p q uA~ ^ p \8_ q r n ^ t t ^ ] x a�S=\ q] r ^ } ^ x-o ` t�Ð o-x�Ã q Á9] s x�u0o9p ]
��� � 7-K O O 3'3'3�. �  ��,!> 6 � � � � � � . � � �"O  * * ,-� Ù �-O ;��  6 ��� . ��� ���

ghbH�aHá���m�KJDgÞ�2	�¼½���E��Mi
�kjþ�2ç
���E�E�2	��P»7jþ�
�Bb
Author:  Ramon Casha  <ramon.casha@linux.org.mt>

@ �P�  ��,!>�49� ����� � ����� ����5 �  ����� � � �� ��� �=� # # � � *���3:� � � � �
� #=G � � /T7!� 3:� � # ,-�&� � � � * 4=� ���P *���� �:� � �&� ��� �:�! # #  � ,-� �:� �
,-* � . L9�� *�� ,-� � �  � �9� > 7!� �  ��*�� ��� � �! ��� � /�4-��� �-5 � � � ���� � � �
,-* � � * 4 * � ���:� #!� ����;�� *  � *:� #!��� 3�� �<,-* �:� ���:* ��� � � .

ABSTRACT

L9�� *8� ,-� � �  � ��7!� � * � ��� *8� ���8�  ��,!>A� � � �� ��� ��� ���
� ���
ý ;�� * �-ý8* ��� � �F� �B7!� � 7!� �D3:���B��� G �b��� G � �
,-* � �E�
� � ����� ���
�  ���C� �26  G �C� � ����� ���!*2� �2� �D� 7!� � � �  ��6
* / * � � �Ü;�� # � � � 4F� �
3:������� G �B��� G � �Q�!� ���B* �� �
�  ��,!>�O %'�� >�.<N!� � 7!� �T3:������� G ��� � � � � � /C,-* � �C�F%'�� >
* ��� � � ;�� # � � ���� 6 ���-#  ���� �-�F;� �-*  ��7!� � .
i',-�
� �D� ���
7!� 7!,-� � �  � /b� #�� ���D{� � � � * � # ���� ���!� 3:*
� 7!� � � �  ��6Q* / * � � �"4P� ����� ���D� � � 6 �Q��,���;�� �A� #�� >!5
�� ���!� 3:* 5 ,-* � � *T3:������� G ���! * � � G � � � �C�  ��,!>�4<@���� G �
7!� � G  �!� ��� � ��7!� �  * � ��*�� �Í� ß ,- G � � � ���E� �á*  �� � � �
# � � � ,-� � *E� ����� � � �� ��� � � 6 /á �á�� ���!� 3:* )8{�g-5 i��&g
7!� � ��7!��� ��M9� ����� ���P7!� � ��7!� .�L9��� * ��� � ��7!� � G  �!� �P� *
� �8� �!�! �  � ��� ����� � 7F# � ���� ���!� 3:*T,-* � � * 4<� ���F� � ����� �
��� � � * * � � /�� �<# � � � � 3�� �� *:�!� � ,���� ��� .
g� ��� �<� �� *�� ,-� � �  � �! *� ��� � ���!� ��� *�� �� ��� � � �!,-� �  � �94! �9 *
7!,-� 7!� * � � /���� �&� � ��7!� � ��� ��*  G � .�g�� G � � � ��� � ����� ���!* 4�# � �
� > � ��7!� � 4 � � �<� ��� /�� > 7!� �  ��� �� �"� ���<�!� 7!� ����� � � * * � � /�� �
6 �  ��� �F,-���!� � * � � ���! ��6T� #'3:��� ��� ��� /��!�T� ������� 3D� �
,-* �T� ��� �"4���� ����� � � * * � �  � /�� �P,-* �T� ��� �J� �P� ���  ��# ,-� �
7!� � � ���  � � .
@ �Q� ���2� � �  � � �A@T� * * ,����A� ��� �P� ���A,-* � �F *A� � � � � � /
# � �� �  � �93: � ��� � ��� � 7!� *:* ,-� ��� *:#  � � *:� �����! � � � � � �  � * 4 � *
3:� � � � *:#  � � ��� ��� * 4 � � � .

INTRODUCTION

f=� 3:� �!� / * 4 � *<* � � ��� *�/ � ,"6 � �9�  ��,!>� ��* � � � � � �-4 / � ,"6 � �
�T�� � �"6 � � 7!�� � � �' ��� � � # � � �0� ����� � � � � /P #�� G � ����� � ��� �
��� 1!�",-* �"� #�� ���0* � 5 � � � � � ��� � � �� ��� �&��� �!� y � 1!�P* ��� � �
7!� � ��7!� � .
z'� 3:� G � � 4� �0�  ��,!>�� ����*  ��7!� � 4!��� �!� * �'� � � �� ��� �- *���� �
��� � � � /8� �A� # � � � � ��� ,-6 ��� 4<;�,-��� �A� > � � � ��� � /C7!� 3:� � # ,-�
� � � � .!���� � �� �&��� /�;���� � ,-��� ��� �&/ � ,P�!� �-) �'��� � �0� ��,-* �
 � 4' � ) *0��� ��� ��� ���! # #  � ,-� ��� �T� � � � �94'� ����G � � /�,-* � # ,-��� �
1!��� 3�. [!� � � ,-��� � � � /�# � �9/ � ,-� * � � # 4 3: � ���  ��,!>!) *:,-* � � *:� ���
* � � ,-�  � /�4�/ � ,B� � �B� � � � � �m�
��� 3á,-* � �C# � �C7!� � /  ��6
� � � ,-���-4�� ��� �
/ � ,Q� � �
� > 7!� �  ��� ���T� �C/ � ,-����� � � � ) *
� � ��� � ���=3: � ��� ,-�=;�� � � 1! ��6�� � / � �� ��6 .-@ �T� �� *��!� � ,���� ���
3:�'3: � � 6 �<* � � 7�; /�* � � 7�� ��� � ,-6 ����� � /�� � ����� ��� � * 1!* .
z'� 7!� # ,-� � /�; /0� ����� ���"/ � ,T3: � �9# � � �=ß ,- � ��# � �� �  � �:3: � �
� ���:� � � �� ��� � .
L9�� *F3: � ��� � ���C �D��� ��� /23:��� �94�# � �� ��* � � ��� � 4�/ � ,
� ��� � ,-��� � ��* � ���8�!� � ,���� ���"3:�� � �
 ��* � � ,-� � *�/ � ,Q� �
� 7!� ����� � � �� ��� � � ����� ��� � �&� � � � �  ��� � ����� ���!* .
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PREPARATION

$&*:@-��� ���  � ��� ��;�� # � � � 4  � ) *<��6 � � �� �!� ��� ��� � � � � �<����� 3
,-* � �8# � �C� > 7!� �  ��� ���  ��6 ."@ �B�  ��,!>�4"�D��� � ��� �0,-* � �
� � ����� ��;�� � � 18� � / � �� ��6� �C� ���T* / * � � �"4�;�,-��� � �C* �  � �
�!� � � � ���� * O ��� ��� 3:�T#  � � * .9h-/"� � � � �  ��6��"��� 32,-* � �:/ � ,
3: � ����� G ������� 32ý 7!� � / 7!� �-ý9� ��7!� � /�� � � ,-���" �94!* �� #�/ � ,
��� 1!��* � ���P�� * � � 1!�P/ � ,C3:� �-) ���!� � � � ��� ����#  � � *T/ � ,
��� � ��� � � /<3:� � 1�3: � �9.
�&����� �� ��6�/ � ,���,-* �<��� G � ���!� y ,-���  �=/ � ,�1!��� 3A3:��� �
/ � ,9) � ���!�  ��6 �& *�� ��3:� � 10� *�� ����ý � � � � ý&,-* � � .!L9�� *�,-* � �
��� *0� ���0��� � � * * � � /�7!� � �� * *  � ��*0� �T�!� � � � �T� ��� � � � ��� � �
#  � � *E� ��� ���J� � ��7!,-� � � 483:�� � �� *E6 � ��� � � � � /���� �
� � ��*  �!� � � ����6 � � ����� G � .
g���� ����#  � * �=� �� ��6�� ���!�� *�� ��,-* �:/ � ,-�:# � G � ,-�  � ��� � � ��� �
� � � � � �"�P��� 3D,-* � � .&%'* �0� � ��� ���0��� � ��� �'* � � �  ��6 * 4&;�,-�
� ��* ,-� ��� ��� �&� ����ý * ��� � � ý9* � � �  ��6� *�ý O ;� �9O ;�� * �-ý .!@=� � � � � �
�� ����ý * � ��� ;�� >!ý&;�,-�=/ � ,�� � �T,-* ��� � /0��� ����/ � ,��  1!� .
g� ��� ���! # # � � � �����  ��,!>C�! * � �  ;�,-�  � ��*�7!� � G  �!���! # # � � � ���
� � � � *T3:�� � �A� � �C;���,-* � �2� ��7!� � # � � �á� �� *�* � � 78/ � ,
* ��� ,-� ��,-* �
3:�� � ��� G � �m� � � �P/ � ,J#  ����;�� * � .Pg�� ���
� > � ��7!� � *� ��� � ,-�!���9i'Û=) *�%'* � �e{�� ��� 6 � �e� �e� ���
�  ��,!>!M9� ��#!� � � � .

L9�� *�7! � � ,-� ��* ��� 3:*"�9i'Û=) *�%'* � ��{�� ��� 6 � ��;��  ��60,-* � �
� ��� � � � � �B� ���B,-* � �bý * � ��� ;�� >!ý .P$&� /J� � ��� �D,-* � � 5
��� ��� 6 � ��� ���-7!� � 6 � � �2��� /�;��:,-* � �� ��* � � � �-.
$&# � � �=/ � ,0��� G ��� � � � � � ��� ������� 38,-* � � 4 / � ,"� � �"� � 6�� ,-� 4
� ��� �F� � 6T �F,-*  ��6T� ��� ��,-* � ��� �T� ��* ,-� �0� ��� �</ � ,8� � �
7!� � # � � �A� � /�� � ����� ����* � # � � /�.

THE " BASH"  SHELL

$
ý * ��� � � ý� *T��7!� � 6 � � �e3:�� � �8 ��� � � 7!� � � *T� � ����� ���!* 4
�  � ��� ��� / 7!� �" �0�! � � � � � /�; /�� ����,-* � � 4�� �:� � ��� �  ��� �" �0�
#  � �E� � � � � ���áý * ��� � �m* � �  7!� ý 483:�� � �I *E�á*  ��7!� �
 ��� � � 7!� � � � �P7!� � 6 � � �".-L9����� ß ,- G � � � ��� *� �P�� ���!� 3:* L9{
3:� ,-� � ;�� ý � � ����� ��� 7!� � � � * * � � ý # � ��* ��� � � 4
ý M=�&{�{:$&f=i:. M=�&{�ýT� �8ý M9{�i:. Û)�&Û=ýT ��* � � � �Q� #";�� * �94
� ���Pý . h�$-L�#  � � * ý� ��* � � � �T� #'* ��� � �=* � �  7!� * .=�  ��,!>0��� *��
G � �  � � /D� #0�! # # � � � ����* ��� � � * 4�;�,-��� � � � �  ��� /D� ���2��� * �
7!� 7!,-� � �P *8ý ;�� * �-ý 4�* �8 �" *F� �� *F� ����3:�� � �23: � ��;��
�!� * � �  ;�� �Ü��� � � y � G � ��� ��� ,-6 �Ü��� � /Ü� #J� ��� * �
 ��* � � ,-� �  � ��*0� 7!7!� /�� �P� � ��* ��� � � * � .'g�� ���T� #:� ���0� � ��� � *
� � ��� � � �  ��� ��*  ��7!� /0;�� � � ,-* ��� ��� � �"� � ��� � � *"� #'7!� � 7!� �
3:���06 � �<,-* � ��� �0� ��� ��� �����!� �-) ��3: * ��� �0� ��� ��6 � 4&� �
;�� � � ,-* �:� ��� /�� � �:�  ��� ��� �-��* 7!� �  � �  * � ��* � �-� #!,-* � � * .
L9�  G  �!K9�  ��,!>�4=�  1!��� � �&,-�� > � * 4=,-* � *��0� � ��� #'� � � � � / ��*
# � �8 � *27!� � 6 � � �H��� ��� * 4���� � /D� #T� ��� �H* � ��� 3:��� �
��,���� � � ,-* y � 6 4!/ � � � � ý / � �&� ��� � ��� �<� � ��7! � � �:� � ��7! � � � ý � .
{�� * �&* ��� � � *�� ���0 �Tý * �-ý 4�� ���0 ��� � ,-�!��1!* � y 1!� � �T* ��� � � � 4
� * � y M
* ��� � � . . .�* � � * ��� � � 4�6 � �" � � ��� ���2;�� * � y h=� ,-� ���
� 6 �  ��* ��� � � � .

ACCESSING THE TERMINAL

L9���:� � *  � * ��3:� /�� ��� � � � * *<� ���<� � � �� ��� � 4 � ��� �'/ � ,"��� G �
� � 6 6 � �0 �T� *�� ������� 32,-* � �:/ � ,P� � � � � � �-49 *�� ��� �  � 1T� �
� ����� � � �� ��� �- � � �T# � � �D� ����7!� ��� �9� �&� ����;�� � � � �Q� #9� ���
* � � � � �9.

L9����� � # �<7! � � ,-� ��* ��� 3:*"�9i'Û=) *�� � � �� ��� �& � � �94&� ���P� ���
� ����� �P� �����  6 ����* ��� 3:*�(&��� ��� ) * . L9���� ��* � � ,-� �  � ��*� �
� �� *��!� � ,���� ���'� 7!7!� /�� ��;�� � �94�*  ��� ��;�� � ��3: � �9� � � �"� ���
,-* � � ) *��!� # � ,-� �:* ��� � �-3:�� � �� *�;�� * �9.��� � ��� � ��� ��(&%'@ ) * 4
� � � 10# � ��ý > � � � ��ý' �P� ������� ��,-* 49� ��� � /0� � ��� ��7!� � 6 � � �
��� ���:� ���! ��6< ��ý � � � ��ý�� �'ý � � � �� ��� � ý .
$&��� � ��� �93:� /�� #�� � � � * *  ��6<� ���<� � � �� ��� �  *:� ��� � � ���  ��,!>
 ��� � > ����� �!� .
{�� � /0* � � G � � *�� � ��� � ��#  6 ,-� � �T��� �:� ��� � � �T6 � � 7!�� � *�; /
�!� # � ,-� � 4 * ��� ���<#  � * �9� �� ��6:/ � ,9) ����� � �9 *<��� � 6  ��7!� � ��7!�
 �P� � > ����� �!� .=ý z'� ��� ý�� ��ý �!� * 1!� � 7�ý'� � ��7!,-� � � *�� ��� ���
� � ��� �&��� ����,-* ,-� � � /�* � � � �-,-7� ��6 � � 7!�� � *���� �!� .
ã-� ,T� � �0� � /"� ����� � > � 5 ��� �!��7!� � ��7!�'� � *  � /�; /�7!� � * *  ��6
$&� � 5 M9� � � 5 [&k<� ��* 3: � � �"� ��� � > �9��� �!��� ����$&� � 5 M9� � � 5 [�Ù�� �
* 3: � � ��;�� � 1-. $&� � ,-� � � /�4 # � � �8$&� � 5 M9� � � 5 [&k:� �'$&� � 5 M9� � � 5 [�Ø
� � �P,-* ,-� � � /F* � ��,-78� *�ØF ���! G  �!,-� �<� � > � 5 ��� �!�P� � 6  �
7!� � ��7!� * 4 3:�� � �&$&� � 5 M9� � � 5 [�Ù� *:� ���:6 � � 7!�� � *���� �!� .
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L9�� *�7! � � ,-� ��* ��� 3:*���� � � �� ��� �!3: ���!� 3A5� �T� �� *�� � * � 4
�9i'Û=) *<ý �9� ��* � � � ý .
����� ��/ � ,C#  � * ��� � � �F� ���T� � � �� ��� �'3: ���!� 3 y � ��� � 6P �
# � � ��� ���8� � > � 5 ��� �!�8� � 6  �
7!� � ��7!� � 4�/ � ,m3: � ��* � �8�
7!� � ��7!�T* � ��� 3:��� �T�  1!�C� ���C� ;�� G � .<L9���C� � � ,-� ��� � > �
3: � �� �C� ���P7!� � ��7!��� � �8;��T,-* � � 5 �!� #  ��� �-4:� ����G � �  � *
;�� � 3:� � �"�! * � �  ;�,-�  � ��* .�(&� ��� � � � � /���� 3:� G � � 4!� ����7!� � ��7!�
 ��� � ,-�!� *A� ���A� ,-� � � ����,-* � � ��� ��� 4"� ���A��� ���A� #T� ���
� � ��7!,-� � � 4�� ���m� ���8� ,-� � � ���0�! � � � � � � /�.<L9��,-*8 �D� ���
� ;�� G ��7! � � ,-� � 4�� ����,-* � �: *�ý * � ��� ;�� >!ý 4�� ����� � ��7!,-� � �: *
ý � � 7!� � 7�ý 4:� ���8� ���P�! � � � � � � /F *Pý � ý 4'3:�� � �C *P� � � ,-� � � /
* ��� � �-# � �&� ���:��� ���:�! � � � � � � /�.

ENTERING COMMANDS

L9��� � ,-6 ��� ,-�&� �� *��!� � ,���� ���9/ � ,"3: � �!;���� ��� � �  ��6���� � /
� � ����� ���!* . Û9� � ���  ��� 4 � / 7!�: ��� ���'3:� � �!*:� ����* / ��;�� � *
� *:6  G � ��� ����7!� � * *:Û9��� � � y � �&�9� � ,-� �!�!� �-� ���:� ���-.
�9� � 7T �T�� ���T� ��� � 49� *�3: � �P� � ��� * ��� G � � / � �� ��6�� � * �� �
�  ��,!>�4!� ����� � ����� ���!*�� � ��� � * � 5 * � ��*  �  G � .!g�� 4! # / � ,9) � �
* ,-7!7!� * � ��� �<� / 7!�: ��ý � * ý 4 � / 7! ��6�ý � g-ý 3:� �-) �!3:� � 1-.

EXITING FROM THE TERMINAL

L9����#  � * �9� �� ��6</ � ,��� 6 ���-3:� ���9� ��1!��� 3F *���� 3F� ��� >  � .
g� ��7!� /�� / 7!�" �8ý � >  � ý:� ����7!� � * *"Û9��� � � 4'� ��� � * �07!� � * *
M9� � � 5 i:.!L9����� � � �� ��� �-3: ���!� 3C3: � �9ß ,- � .!$&� � ��� ,-6 �P �� *
� � * �"7!� * *  ;�� ��� ��� >  �'; /T� �  � 1! ��6�� ����ý � � � * � ý&;�,-� � � �P� �
��� ��,95 � 7!�  � �94<� �� *� *�� ����7!� � # � � � � �8��� � ��� �8*  ��� �� �
� ��* ,-� � *�� ��� ��/ � ,A� � ����� �� �2�F� � > ��� �! � � �0� �0� � ��� �
� 7!7!�  � � �  � ��3:��� � �'/ � ,�� � ,-� ��� � * �:�!� � �!.

A SIMPLE COMMAND

@ �8� ���0� � � �� ��� �&3: ���!� 3�4'� ��� � ��ý � * ý<� ����7!� � * *0Û9��� � � .
ã-� ,�* ��� ,-� �E* � �b* � ��� � �� ��6B�  1!�b� �� * y � ���b� � � ,-� �
� � ��� � ��� *���� /<G � � / � K
sandbox@l apt op: ~ > l s
KDeskt op  publ i c_ht ml   snapshot 1. png
sandbox@l apt op: ~ >

L9���
ý � * ý y �  * � �T� � ����� ���Q�  * � *A� ���A� � ��� � ��� *A� #T� ���

� ,-� � � ���-�! � � � � � � /�.
����� �0,-* � �"# � � �D��� � � �� ��� � 4� �&6 � ��� � � � � /",-* � *�� � � � ,-� *
� �ÿ�! # # � � � ���  � � �Y;�� � 3:� � � �! � � � � � �  � * 4þ ��� 6 � * 4
� > � � ,-� � ;�� �C#  � � *2� � � .�$&*8/ � ,b� � �Q* � � 4�� ���27!� � ��7!�
� � � 7!7!� � � *:� �-� ���:� ���-.

ADDING OPTIONS

�  1!��7!� � � �  � � � � /"� � �=� � ����� ���!*� �T�  ��,!>�4�/ � ,P� � �T� �!�
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N!� � �!,-� � *T��ý � � ��6P# � � ��� � ý��! � � � � � � /��  * �  ��6 .�[!� �"� � � �
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l s  −a 
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� 7!7!� ���!� ��� �<� ���:� ����� #�� ���:#  � �: #! �-� � � � � � /�� >  * � * . L9�� *
� � �J;��B,-* � ��� ��� � �! � � � �A� ����� ,-� 7!,-�A� #C* � G � � � �
� � ����� ���!*: ��� �<� ���:#  � � .
X9^ _&^ x!} ] s p _&s p'p ] o _ r ] }-r o-n
����� �C3:��,-* � �2� � �! � � � �  � �94�� ;�� G � 4�� ����� ,-� 7!,-��� #��
� � ����� ���T3:� *"* � ���< ��� �T�T��� 3
#  � � .9�� � �F7! 7!� * 4&� �� *
� ,-� 7!,-�&� #9� ����7!� � 6 � � �D *� ��* � � � �0* � ���&� ��� ���� ��7!,-�&� #
� ��� � ��� ��7!� � 6 � � �". L9�� *�* � � � ���"7!� � 6 � � �
7!� � � � * * � *�� ���
� ,-� 7!,-�9� #-� ����#  � * �=7!� � 6 � � �"4!� ������� /�7!� � �!,-� �< � *�� 3:�
� ,-� 7!,-��;�� * � ��� �� � .
� � �:,-*�� � /T� �� *�� ,-� .�L9���"ý � � � ý�� � ����� ���P�! * 7!� � / *�� ���
� � ��� � ��� *�� #��T#  � � .�L9���0ý O � � � O * � � G  � � * ý:#  � ��� � ��� �  ��*"�
�  * �-� #!� � � � 6 �� * � �<L=M9N-O @ N�* � � G  � � * .
L9� /C�! * 7!� � /  ��6F� �� *�#  � �F��� 3e58 �"* ��� ,-� �2* ��� 3b/ � ,
��� � /�* � � � � ��# ,-� *:� #!� � > � .
f=� � �A� ��� �� �B� ���m# � � � � 3: ��6
� > � ��7!� �m� ��� /Q�D* ��� � �
��,���;�� �"� #��  ��� *�� � ��* ��� 3:�9K�/ � ,-�0* / * � � �e3: � ����� G �
��,-� ����� � � .
sandbox@l apt op: ~ >cat  / et c/ ser vi ces
#                 0/ t cp    Reser ved
#                 0/ udp    Reser ved
t cpmux            1/ t cp                 # TCP Por t  Ser vi ce
Mul t i pl exer
t cpmux            1/ udp                 # TCP Por t  Ser vi ce
Mul t i pl exer
compr essnet        2/ t cp                 # Management  Ut i l i t y
compr essnet        2/ udp                 # Management  Ut i l i t y
. . . . . . l ot s mor e l i nes. . . . .
ni mhub          48002/ t cp               # Ni mbus Hub
ni mhub          48002/ udp               # Ni mbus Hub
ni mgt w          48003/ t cp               # Ni mbus Gat eway
ni mgt w          48003/ udp               # Ni mbus Gat eway

f=� 3�49� ����ý * � � � ý'� � ����� ��� y � *� � *���� ���� ��7!�  � * �&* � � � *
 � *T ��7!,-�� �C� � 7!��� ;�� �  � � �:� � �!� � 4�� ���8* � ���!*T ��� ��� ���
� ,-� 7!,-� .�g�� 4� �8� � �!� ��� �P* � � ��� ���P� ,-� 7!,-��� #<� ���Pý � � � ý
� � ����� ���-4�3:����,-* �:7! 7!�� �:� ��� ����* � � �:� � ����� ���-.!L9�
�!�<� �� * 4 3:�:,-* �:� ���:7! 7!�:* / ��;�� � y � � .
sandbox@l apt op: ~ >cat  / et c/ ser vi ces |  sor t
3Com−nsd        1742/ t cp                # 3Com−nsd
3Com−nsd        1742/ udp                # 3Com−nsd
3com−amp3       629/ t cp                 # 3Com AMP3
3com−amp3       629/ udp                 # 3Com AMP3
. . . . . . l ot s mor e l i nes. . . . .
z i p             6/ ddp                   # Zone I nf or mat i on Pr ot ocol
zser v           346/ t cp                 # Zebr a ser ver
zser v           346/ udp                 # Zebr a ser ver

�&���'G � � /�7!� 7!,-� � �&,-* �:� #�� ���:7! 7!�: *:� �<* � ����� ���:� ,-� 7!,-�
� #=* ,-� �P� � ��6�� � ����� ���!*�� ��� ����ý � � * * ý'� � ����� ���-.!L9�� *
� � ����� ���0� � � � 3:*�/ � ,�� ��* � � � � �=,-70� ���T�!� 3:�949� ��� G � �
*  �!� 3:� / * 4 � ��G  � 3�� ���:� � ��7!� � � �:� � * ,-� � * .
ps −Hef w |  l ess

L9���:� ;�� G �:� � ����� �����  ���:�! * 7!� � / *<� ���:�  * �-� #�7!� � � � * * � *
 ��� ���0* / * � � ��� ����,-* � *0ý � � * * ý<� �0� � � � 3m/ � ,F� �T* � � � � �
� � � ,-��� y ,-*  ��6�� ����� � � � 3�1!� / *�� ���2N!6 %'7-O N!6 i'� 3:�!� 4
� ���,(P� �<ß ,- � .
@ �� *F7!� * *  ;�� ��� �8* � �  ��6F� � 6 � � ��� �P* � G � � � ��� � ����� ���!*
* � 7!� � � � � �P; /��T7! 7!� .'[!� ��� > � ��7!� ��3:�"� � ,-� ��,-* �"� ���
ý � � � ý9� � ����� ���"� ���! * 7!� � /�� ����� � ��� � ��� *�� #-� ����* � � G  � � *
#  � ��� ;�� G � 4-7! 7!��� ��� �'� ��� ����ý * � � � ý&� � ����� ���0� ��* � � �' � 4
� ��� �F7! 7!�0� ���0� � * ,-� � *0� #:� ���0* � � ��� � ����� ���F ��� �T� ���
ý � �  � ý9� � ����� ����� ��7! � 1�� ,-�=� ��� /�� ����� � * �&Ú!v��  ��� * 4�� ���
#  ��� � � /T7! 7!�"� ��� * �0Ú!vP�  ��� *"� �0� ���0ý � � * * ý:� � ����� ����� �
* � � � � � � � � ,-���� ��� ���:� � * ,-� � * .
cat  / et c / ser v i ces |  sor t  |  t ai l  −n 50 |  l essW x w ^ r ] x-n�q x9p w o-r ^ o�Ã ` q t
@ �2�  ��,!> y � *P3:� � ��� *�{�g-5 i��&g94��� ���!� 3:*�� � � � 4<� � � �
7!� � 6 � � ����� *��8��,���;�� �0� #�ý � � G  � � �!��� ����G � �  � ;�� � * ý .
L9��� * ��� � ����* � �  � *�� #=ý * � � �  ��6 * ý93:�� � �T� � �0;���,-* � �0� �
� � ��� � � ��� � � � �  �þ� * 7!� � � *Þ� #á� ���Þ* / * � � �"4J,-* � �
7!� � # � � � ��� � * 4 � � � .
����� ��� G � �:��7!� � 6 � � �D *�� > � � ,-� � �" �&� � � �  G � *���� � 7 /�� #
� ���F� � G  � � �!��� ����G � �  � ;�� � *8# � � ��� ���F7!� � � � * *�3:�� � �
� > � � ,-� � *� � .=g�� 4= #=/ � ,�� ,-���"7!� � 6 � � �B# � � �B� ����;�� * �
* ��� � � 4�� ��� �T7!� � 6 � � ��3: � ��� � � �  G �C�A� � 7 /m� #"� � ��� ���
� � G  � � �!��� ���!G � �  � ;�� � *:# � � �A� ����;�� * ��* ��� � �  � * � � # .
@ �B� ���m# � � � � 3: ��6D� > � ��7!� � 40@�� �d,-*  ��6
� ���
ý �!� � � ý
7!� � 6 � � �D� ���! * 7!� � /�� �����!� � � .�z'� 3:� G � � 4�@=� �Q� ��� ��6  ��6
� ����� � ��6 ,-� 6 � 5 � � �!��� � � �T�  ��� . L9����ý � > 7!� � � ý'� � ����� ���
 *:,-* � ��� ��* � �-����� 3PG � � ,-�< ��� ��� � G  � � �!��� ����G � �  � ;�� � 4
� �&� �<� � � � � �: �- #! �-�!� � * �-) �-� >  * � .
sandbox@l apt op: ~>dat e
Thu Aug  2 04: 35: 55 CEST 2001
sandbox@l apt op: ~>expor t  LANG=i t _I T
sandbox@l apt op: ~>dat e
gi o ago  2 04: 45: 05 CEST 2001
sandbox@l apt op: ~>expor t  LANG=mt _MT
sandbox@l apt op: ~>dat e
?am Awi   2 04: 45: 55 CEST 2001

ã-� ,D� � �
,-* �8� ���Cý * � � ý"� � ����� ���
� �FG  � 3E� � ��/ � ,-�
� ,-� � � ���&� � G  � � �!��� ���=G � �  � ;�� � * .�g� ��� ��� ��� � �� *�,-* ,-� � � /
��� � ��� ��� ��� ����* � � � � ��# ,-� 4 / � ,"�� 6 ���-3:� ���=� ��7! 7!��� ��� �
� �<� ���<ý � � * * ý�� � ����� ����� ��G  � 3� �-� ���:* � � � � ��� �-���  ��� .
ã-� ,�� � �� ��� � ,-�!�b� ���QG � � ,-�b� #C� � /e� � G  � � �!��� ���
G � �  � ;�� �T3: � �� �2�F� � ����� ���C; /87!� � � � �! ��6� ��3: � �A�
�!� � � � �&*  6 �9. [!� �'� > � ��7!� � 4 � ���<� � ����� ����ý � *<5 � �!g�z'Û9� �!ý
3: � � 7!� � �!,-� �:��� � ��6 5 �  * �  ��6<� #!� ����;�� * ��7!� � 6 � � �A � * � � # 4
*  ��� �T� ���Tg�z'Û9� �F� � G  � � �!��� ���<G � �  � ;�� �T� � ��� �  ��*P� ���
� � � � �  � ��� #!� ���:� ,-� � � ���-* ��� � � .
$=��� ��6�� ������� * �= ��7!� � � � ���&� � G  � � �!��� ���-G � �  � ;�� � *�� � �
z��&{�Û&4 N $-L9zP� ����N!g'k .
L9���E#  � * �Q� ; G  � ,-* � /á7!�  ��� *E� ��� ���E,-* � � ) *J��� ���
�! � � � � � � /�.!@ �=� � ��;���,-* � ��� ��� � ��* � � ,-� �=#  � � ��� ��� * 4!* ,-� �
� *<ý �!z��&{�Û&O #  � ��k . � > � ý .
S=\ q X É�S�Ô
L9���2* � � � ���mG � �  � ;�� � 4"N $-L9z:4" *2�m�  * ��� #0�! � � � � � � /

$&%'%�(&f�l&� � . �!�
•
f=� . j 5���Ø�� ´�µ ¶ µ ��;�� �&��v!v=k



��� ��� *�* � 7!� � � � � �0; /0� � � � ��* .!L9�� *� *�� �����  * ��� #=7!� � � � *
� ��� �2;�� * �E3: � �8� � � 1E �E3:��� ��* � � � � �� ��6B# � �D� ���
� � ����� ���F��� ��� *�/ � ,8* 7!� �  # /�.9L9��,-* 4=3:��� ��/ � ,8� / 7!�
ý � * ý 4!;�� * ��3: � �-* � � � �&* � � � � �� ��6� �0� ��� * ���! � � � � � �  � *�� ���
� �<�T�  ���",-���  �' �<#  ���!*"� ��� > � � ,-� � ;�� ��#  � �"� � � � � ��ý � * ý 4
� ����� > � � ,-� � *: � .
ã-� ,T� � �0,-* ��ý �!N $-L9z�ý�3: � �� �0� ��� � ��� �:� � ����� ����� ��* � �
� ����N $-L9zC� ���"�! # # � � � ���=G � � ,-� 49 �P� � �!� ��� ��� �!�0�"��� 3
�! � � � � � � /�� ��� ����N $-L9z:. [!� ��� > � ��7!� � 4 * ,-7!7!� * ��� ��� ��/ � ,
� � � � � �C�2��� 3E�! � � � � � � /A# � ��7!� � 6 � � ��*8 �m/ � ,-��� 3:�
��� ���<�! � � � � � � /�. ã-� ,0� � ��� �!��� �� *<��� 3F�! � � � � � � /�� ��� ���
N $-L9z2* ��� ��� �';�� * �03: � �=� � � 1P ��*  �!�� ��� � � .!L9�"�!��� ��� �
y � * * ,��� ��6�/ � ,-�P��� 3e�! � � � � � � /2 *F� � � � � �mý ;� �-ý � 4</ � ,
� � ,-� ��6  G �:� ���:# � � � � 3: ��6<� � ����� ���-K
expor t  PATH=$PATH: $HOME/ bi n

@ �"� ��� �9� � ����� ���-4!@-� �
* � � �  ��6�� ����N $-L9z�� � G  � � �!��� ���
G � �  � ;�� ��� �"� ����7!� � G  � ,-*�G � � ,-��� #& � * � � # 4=# � � � � 3:� �T; /T�
� � � � �949� ���T�"�! � � � � � � /!5 ��� ����# � � ��� �0# � � �b� ����z��&{�Û
G � �  � ;�� �:� ����ý O ;� �-ý .
S=\ q X-�&Å�_ r ] n _ p
L9����� � * ��� � G  � � �!��� ���&G � �  � ;�� � * 49N!g'k 4-� � � � *�;�� * �03:��� �
� �0�! * 7!� � /T ��� ����7!� � ��7!� .9ã-� ,�� � ��7!� � /T� � � ,-���T3: � �
� ���"N!g'k�G � �  � ;�� ��� �07!� � �!,-� ���07!� � ��7!�:� ��� �'/ � ,F�  1!� .
���� � ��7!� � �!,-�  ��6�� �� *��!� � ,���� ��� 4!# � �:� > � ��7!� � 4!@=* � �=,-7
� ���F7!� � ��7!��� �F� � ��� �  �A� ����� � ß ,- � � �2z9L9{��C� � �!��� �
� � � � ,-�& � * � � #!6 � � /�.
sandbox@l apt op: ~ >expor t  PS1=" I  am \ u on \ h> "
I  am sandbox on l apt op>

f=� � �8��� 3:� G � �P� ��� �m� � /A� ��� ��6 � *�/ � ,m��� 1!�8� �8� ���
� � G  � � �!��� ����G � �  � ;�� � *P3: � ��;���� � ��7!� � � � /�.�L9��� /F3: � �
� � G � � ��� �
��� � ��� �T��� > ���  ���2/ � ,�� 7!� �b�D� � � �� ��� �
3: ���!� 3�4:� �"� � 6P� �9.'���"3: � �<* � �P��� 3Q� �P��� 1!�T� ��� * �
* � � �  ��6 *:7!� � ��� ��� ���- ���<��� ��� ��� .
�9Ð r ^ _ p t
$P* ��� � ��* � �  7!�9 *<��* � �  � *<� #�* ��� � �!� � ����� ���!* 4 *  �� � � �'� �
� ���:� ��� *:6  G � ��� ;�� G � 4 � � ��� �  ��� �� ����#  � � 4 3:�� � ��� � ��;��
6  G � ��� �e� ���B;�� * �á7!� � 6 � � �þ� �e;���� > � � ,-� � �� �
* � ß ,-� ��� � . L9� � ���� � � � � /�4- �& *���7!� � 6 � � �
3: � �Tý ;�� * �-ý&� *
� ���:� � ��6 ,-� 6 � .
ã-� ,0� � ��,-* ��� � /�� � > �=� �! � � �'� ��� � � � � ��/ � ,-��* ��� � �!* � �  7!�
5�*  ��7!� /"� ��� � * ��� ����/ � ,T� � ��� � ��# � � � � ;�� �<3: � �9.-@ #�/ � ,
� � ��,-*  ��6��9i'Û�/ � ,"� � ��,-* �<� ���'$&� G � ��� � ��Û9�! � � � y 1!� � �
� �01 3:�  � � � 4:� �"1!� �! � .:i'����� ��,-* �P�P3:� � �87!� � � � * *  ��6
7!� � 6 � � �H5
� ��� * �2� � �2��� �P� � > �P� �! � � � * 4�� ���D ��* � � �
� �!�! �  � ��� �0# � � ��� � �  ��6A ��# � � ��� �  � �Q ��� �A� ���2� � > � .�@ # 4
��� 3:� G � � 4-/ � ,�1!��� 3m��� 3m� �",-* ��/ � ,-�:3:� � �P7!� � � � * * � �
� �<* � G �:7!� �  �-5 � � > �-#  � � 4 6 �<� ��� � ��� ����,-* �: � .
g�� � � �!3: � ������� 3�#  � � 4 � ����� / 7!�:� ���:# � � � � 3: ��6<�  ��� * .
#! / bi n/ bash
echo " I  am about  t o l i s t  t he home di r ect or y"
# her e i s  t he act ual  l i s t i ng:
l s  $HOME
echo " Done! "

L9���2#  � * �P�  ���C��� *2�m* 7!� �  � ����� � �� ��6 .�@ �P� � � � *C� ���
� ,-� � � ���8* ��� � �03:�� � ��7!� � 6 � � �d* ��� ,-� �b;��
,-* � ��� �

 ��� � � 7!� � �=� �� *�#  � � .!z'� � � 4 3:����� G ��6  G � �0� ����#  � � ��� ����� #
� ���T;�� * �87!� � 6 � � �".'L9�� *T *�* �P� ��� � 4: #�� �� *�* � �  7!�� *
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[ Wed May 31 12: 00: 35] [ gl enn_m l ocal host ] [ j obs 1] [ ~] $ l s −al  . gnupg
t ot al  15
dr wx−−S−−−    2 gl enn_m  gl enn_m      1024 May 30 11: 16 .
dr wxr −sr −x   54 gl enn_m  gl enn_m      5120 May 31 11: 14 . .
−r w−r w−r −−    1 gl enn_m  gl enn_m      2924 Mar  25 17: 07 opt i ons
−r w−r w−r −−    1 gl enn_m  gl enn_m       900 Mar  25 17: 11 pubr i ng. gpg
−r w−r w−r −−    1 gl enn_m  gl enn_m         0 Mar  25 17: 07
pubr i ng. gpg~
−r w−−−−−−−    1 gl enn_m  gl enn_m      1218 Mar  25 17: 11 secr i ng. gpg
−r w−r w−r −−    1 gl enn_m  gl enn_m      2560 Mar  25 
17: 18 t r ust db. gpg
[ Wed May 31 12: 00: 42] [ gl enn_m l ocal host ] [ j obs 1] [ ~] $       

$&*0/ � ,2� � �C* � � 4:* � � �  ��6 . 6 7!6� *P��� ��3:� � � �8� � � �!� ;�� � .
$&���b� ��� �� *m6 � � �-.0h=,-��� ���m� � ��� �C#  � � *m� � �23:� � � �
� � � �!� ;�� �:;�,-�9@-6 ,-� * *<� �� *< *:; /��!� *  6 ��� ������� �9� � � � � /��
* � � ,-�  � /� * * ,-� .
� � � ) *:� � 1!�:��� � � 1�� ����/�7!,�;��  �:1!� /�K
[ Wed May 31 12: 02: 34] [ gl enn_m l ocal host ] [ j obs 1] [ ~] $ gpg −−l i st −
keys
/ home/ gl enn_m/ . gnupg/ pubr i ng. gpg
−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
pub  1024D/ 91326DD5 2000−03−25 Gl enn Mul l i k i n ( hel l o)
<gl mul l @al t avi st a. com>
sub  1024g/ 8FEFBC6B 2000−03−25 [ Wed May 31 12: 03: 34] [ gl enn_m
l ocal host ] [ j obs 1] [ ~] $
   @ ��6 � � *T; /F� ���P��� ���P� #<��� � � ��� �"6 � � ���C� ��6 � ��,-� �<� �
3:��� � � G � ��* ,�;�* � �  ��6"@&3:� ���:� �0,-* ��� #�ý (&� � ����{�,-� �  1! �
y ��� � � � � ë 6 � ��,-� � é'� � � � G  * � �!. � � ��ì ý . M9� � � 3: � ����� .
� � � ) *2* � /
� ��� � �2 *2* � ��� � ���2@"3:� ��� � �D� �A* � ���D� �
� ��� � / 7!� � ��#  � �<� � . ��� � � 4 @-��� � ��� ���  �&7!,�;��  �<1!� /�* ��@-� � �
� ��� � / 7!�'� ��� �'#  � ��,-*  ��6�� ���  �<7!,�;��  ��1!� /�.9@ ) � �9� � � G ��� ��� �
� *�� �P� > � � �  * � .=@ � ) *���� �:�! # #  � ,-� � 49 �9+ ,-* ��� ��� ��@���� G � �-) �
,-* � �� �-# � �&� ��� �-7!,-� 7!� * � . L9��� ��3:��� �-�!�<@�,-* �: �-# � � �
{�� �8[!� ����/2� 3:�
� ��� � / 7!�  � �
��� � �!* .�� � � ) *8� � 1!�8� �
� > � ��7!� � .�� � � ) *�* � /�@=��� G ����#  � ��� � � � � �"� � � � �!* 4!3:�� � �0@
�!����� G � 48� ����� �� *B#  � ��� � ��� �  ��*bG � � /J ��7!� � � � ���
 ��# � � ��� �  � ��� � � � �  ��6"� ����/T� � � �! �:� � � �!* .=@��!� �-) �'3:� ���
/ � ,Þ� �á� � /�,-��� ,-� ��� �  � � ��7!� � * � �Þ� �Í* � �I� ���
 ��# � � ��� �  � �T �0� �� *�#  � ��;�� � � ,-* �� �'��� *���/"� � � �! �'� � � �
��,���;�� � *�� ���07! ����,���;�� ��# � ��� � � �P� � � �-.-@'� � * ��3:� ���
� �<��� 1!��* ,-� ��@9�!� �-) �=� � * ��� �� *� ��# � � ��� �  � ��;�� � � ,-* �� #-@
�! �-4:3:� � � 4� ��3:� ,-� �!�-) ��;��F7!� � � � /�.:L9�� *�* ,-6 6 � * � *F� 3:�
� �� ��6 *:@!�� 6 ���!3:� ���-� �<�!� . h=� � 1! ��6<,-7�� ����� ��� � / 7!�  ��6 .
Û9� � �P��� *��"* 7!� �  #  ��7!,-� 7!� * ��� ���P� �����!� � *���� ��� � � * �
� ���F��� � �A# � �P� ���F� � ��� � .�@ �m# � � � 4</ � ,
� � �
 ��� � 6 � � � �
6 ��,-7!62 ��� �8/ � ,-��� 3:�
;�� � 1!,-7D* ��� � ��* � �  7!�T� ��7!� � �
* � �  7!� .
h=,-�-;�� � 1�� ��� ,-�'� � � � ��#  � �<� ������� 3F� ��� ��� � / 7!�9 � .!z'� � �
 *'3:��� �-@��!� K
[ Wed May 31 12: 10: 57] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $ gpg
−−ar mor  −−si gn −−out put  ccar ds. asc −−encr ypt  . . / . . / ccar ds You need
a passphr ase t o unl ock t he secr et  key f or

$&%'%�(&f�l&� � . �!�
•
f=� . j ��¢=k<� i'� � � ��;�� �&��v!v=k



user :  " Gl enn Mul l i k i n ( hel l o)  <gl mul l @al t avi st a. com>"
1024−bi t  DSA key,  I D 91326DD5,  cr eat ed 2000−03−25 You di d not
speci f y a user  I D.  ( you may use " −r " )  Ent er  t he user  I D:  gl mul l
[ Wed May 31 12: 12: 00] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $ 

f=� 3B� � � ) *��! * � � ��� ����� ;�� G ��� � ����� ���C� ��* � �T3:��� � ) *
6 �  ��6�� ��� ���"3:��� �: ��7!,-�'3:� *�� � ß ,- � � �P� �"* � �! �P� # � � �
� ���:� � ����� ����3:� *:� ,-�9.
L9����5 5 � � ��� ��� 7!�  � ��7!� � �!,-� � *<� ��$&g-M9@ @-� � > �=#  � ��3:�� � �
 *F�� � �F;�� � � ,-* �F� ��� �A/ � ,
� � �
� ,-�"� ���m7!� * � �F ��� �
� ���  � *T� ����� � ��� ��� / 7!� *T� #<� 7!7!�  � � �  � ��* .&�� � ��� ,-��� ���
5 5 � � ��� ��� 7!�  � �94=/ � ,C6 � ��* � ���"3:�  � ��;� ��� � /�#  � �T� ���
�!� � ,���� ��� � �  � �m* � / * .<$&���A* �P+ ,-* �",-*  ��6C� ���F� ;�� G �
5 5 � � ��� ��� 7!�  � ����� � ��*"/ � ,C� � �F��� 1!�P(&��,-N�(23:� � 1
3: � �P� � /0� ���  �97!� � 6 � � �".-V�,-* ���!��� ����� ,-* �:� ���07!� * � �
� �� ��6 .-����� �:� ;�� ,-�:� ���"5 5 *  6 ��� 7!�  � ������� � � 4= �'3:� * �-) �
� ;�* � � ,-� � � /���� � � * * � � /"� ���"� ����� � ,-� �"� � 6 ,-��� ��� �& #=� ���
 *9+ ,-* �9� ��� � / 7!�  ��6�#  � � *<� ��� ��� * * � � # 4  �- * �-) �9��� � � * * � � /�� �
7!� � # � � �E� ,-� ��� ���  � � �  � �F;�� � � ,-* �P7!� � * ,���� ;�� /����P� ���
� � * �:� � ,-� ����� G �:� � � � � � ��� ���:� � � � �-. � * �:#  � � 4 �  6 ��� �
h=,-�: ��6 � ��� � � � 4=� ���05 5 *  6 ��� 7!�  � ��7!� � # � � ��*��Pý ��� * �-ý
� �8� ���T� � � � �F#  � � y � ���T ��7!,-��#  � � ��� ���F� ��� �8,-* � *T� ���
7!�  G � � ��1!� /C� #�� ����,-* � �T� �F� ��� � / 7!��� ��� ����� * �9.�L9���
� � �  7! � ��� y 3:�� � ��3:� *�7!� � ��7!� � �"# � ��; /"ý Û9��� � �:� ����,-* � �
@ i:K ý=� ���0@&� ��� � � � �Tý 6 � ��,-� � ý ��3: � �9� ��� �0;���� ;�� ��� ��G � �  # /
; /",-*  ��6�� ����* � ���!� � ) *�7!,�;��  ��1!� /"� ��� �'� ������� * * � 6 �� *
� ,-� ��� ���  � 4 � ��� �- * 4 � ��� �!3:��� � G � �'* � ���-� ������� * * � 6 �: *: �
7!� * * � * *  � ��� #!� ���:7!�  G � � �:1!� /�� #!� ���:* ,-7!7!� * � ��* � ���!� � ) *
7!,�;��  � O 7!�  G � � ��1!� /�7!�  � . L9�� *��!� � * �-) �=� ;�* � � ,-� � � /�7!� � G �
� ��� �9 �= *�� ���<7!� � * � ��/ � ,0� �� ��1� �= * . L9�� *<� � * � *�� ����� 3
��,-� �P# �  � �0/ � ,���� G �� ��� ����* ,-7!7!� * � �T �!� ���  � /T� #&� ���
� 3:��� ��� #&� ����7!,�;��  ��1!� /�.9@�6 ,-� * *�� ��� � ��� � ��� � � �  #  � � � �
� ,-� ��� �  �  � *"� ��� ��� � �F��� � 7T3: � �F� �� *0* ,-� ��� *�G � �  *  6 �
� ����� G � �0(&��,-N�(���� *�* � ����# � �  �  �  � *�� ��� �&� � � � 3�/ � ,0� �
� * *  6 ��� � ,-* � *<� �</ � ,-�'1!� / *� ��/ � ,-��7!,�;��  �<1!� /��  ��6<;�,-�
,-� �  ��� � � � /�4B/ � ,þ� � ��� � ,-* �  ��6d* � ����* � ,-� � ��� #
 ��# � � ��� �  � �9. h=,-�-� � / 3:� /�.
� � � ) *�* � /�/ � ,�� � � � � �0����� �P� ����� � � � 7!��� ����� ���T* �  �Tý @
3:� ����� ����� 1!�T* ,-� �P@���� G �P� ���P�  6 ����7!,�;��  ��1!� /�# � �
/ � ,=. ý'@=3:� ,-� �T* � /Tý ��� � � 4-3:��� � ) *�� ����#  ��6 � � 7!�  ��� � ý9$&���
/ � ,03:� ,-� �0* � /0ý �&�94!3:� � � 4!3:� /0�!� �-) �=/ � ,P� � � �-����3:��� �
/ � ,-�&#  ��6 � � 7!�  ���9 * � ý $&����� ��� ��@ 3:� ,-� ��* � /�ý ��� � � 4 *  ��� �
@ ) ����� �0� �
 ��7!� * � � ��� ���A@�3:� ����/ � ,D� �8��� G �8� ���
� � � � � � ��7!,�;��  �T1!� /�� �T��� 1!�T* ,-� �P� ��� ��* � ��� � ���T� � * �
 * �-) ����� * ß ,-� � � �! ��6F� *���� 4�� � �C/ � ,
��� � �2� �m# � �T�
* � � � ���!� ý!$&����/ � ,"3:� ,-� ��* � /"ý g�,-� � . ý!$&���"@-3:� ,-� ��� ,-�
� ���:# � � � � 3: ��6<� � ����� ����� ����/��  ��,!>�;�� >�K
[ Wed May 31 12: 12: 00] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $ gpg
−−f i nger pr i nt  gl mul l
pub  1024D/ 91326DD5 2000−03−25 Gl enn Mul l i k i n ( hel l o)
<gl mul l @al t avi st a. com>
     Key f i nger pr i nt  = 18D6 15C2 94DA 2A16 50A0  D760 78D0 8362
9132 6DD5
sub  1024g/ 8FEFBC6B 2000−03−25 [ Wed May 31 12: 23: 57] [ gl enn_m
l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $      

$&����� ��� ��@ 3:� ,-� ��* � /�4 ��/�ý ��/�1!� /�#  ��6 � � 7!�  ���9 *�k ê!i�Ø
k Ú!M9�m×!j!i9$�� $�k ØmÚ!v $'v i�Ù!Ø!v
Ù ê!i�vmê�¢!Ø �m×&k ¢ �
Ø i'i�Ú!ý . L9��� � ) *�� � � �&;�� � � � �<� ��� �T* � /  ��6�ý {</"7!,�;��  ��1!� /
 *�. . . ý-� ����� ��� ��� � � �! ��6� �9� ,-�-;�� � � ,-* �� �9� � ,-� ��;���G � � /
� � ��6C� ���
���C� ���F3:� ��� *C� �C�!�2� ��� � .�h=,-�"/ � ,D� � �
7!,�;��  * �"/ � ,-��7!,�;��  ��1!� /0� �T� ���� ��� � � ��� ��� �<� � / 3:��� � �
� � * ��/ � ,�3: * ��* �07!� � 7!� �"� � ��6 �06 � �< � .=@'3: � �'�!�0� ��� �
�  6 ���-��� 3�K
[ Wed May 31 12: 28: 36] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $ gpg
−−ar mor  −−expor t  gl mul l  >gl ennpubkey. asc

����� �F�!� � *
� ���Dý 6 � � ����7!,�;�1!� /�. � * � ý�#  � �m� � ��� �  ���D@ �
� � ��� �  ��*:� ���:# � � � � 3: ��6 K
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Ver si on:  GnuPG v1. 0. 1 ( GNU/ Li nux)
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L9�� *< *<��/�7!,�;��  ��1!� /�4 � *<� � ��6�� *<����� � 1!� �'�!� � * �-) �=6 � �
 ��� �:��/<3:� ;�*  � �:� ����* � � � 3P3: � �� � .!K 5 �
$&���F� ��� /�;�� � � y #  ��6 � � 7!�  ����� ���F� � � ,-� �<1!� / �<6  G �T� ���
* � ���"� � * ,-� � *"� *"# � ��� *�;��  ��60� ;�� �"� �0� � � �=3:��� � ��� ��� �
��� ��� ����7!� � * � ����� *���/T7!,�;��  ��1!� /T� ��* � ��� � ����� � * � ) *
y � ��� ����� /�;��:� � /  ��6<� �:��� * ß ,-� � � �!�:� *���� è � .
L9��� � (&f=%�� N!�  G � � / � (&,-� � �0 *���G � � /"7!� 3:� � # ,-�-7!� � 6 � � �".
L9�8� 7!7!� � �  � � �8 � 4</ � ,D��� G �F� �C,-���!� � * � � ���A��,���;�� �
� ��� � � /"� ���T��� 32� ������� � ��� ��� �  � *�3:� � 1!*�� ��� � � � 32� �� *
� / 7!�:� #�* � � � � � /�. @ ��# � � � 4 ��� � ��� ��� �  � *<��� *�;�� � � ����G � � /
 ��7!� � � � ���- ��� ���:� � ��7!,-� � �&#  � � ��� ��� * �:�!� / * .
h=,-��# � �"��� * ��� #�,-* 4<� ���03:� /8 �83:�� � �C� ����7!� � �!,-� �
3:� � 1!*T *T��� ,-�  � *  � /�;�� * ��� � # ��� �P� ���0��� � �86 ,-� ,-*T �
 G � � /0� � 3:� � * 49��� 3:� G � � 4=� ����7!� � �!,-� �: *��  � � ��* � �P,-���!� �
� ���<(&N!��* �< � *:* � ,-� � �: *:� ,-�- ��� ���:� 7!� �9.
@�3:� ���=� ��6 ��;�� � 1�� ����� � � 1�� ;�� ,-�=� ��� � / 7!�  ��6�� 6 �  �9.!@ �
� ����� > � ��7!� � 4=@�� ��� � / 7!� �T��/T� � � �! �:� � � �T� � > �:#  � ��� ���
�! 6  � � � � /�*  6 ��� �8 � .'f=� 3
3:��� �� #<@:3:� ��� � �F� �P�!� � � / 7!�
� ��� �-#  � �:� ����� ��� � 1�� ���:�! 6  � � � *  6 ��� � ,-� � �<@ � ) *:� � * /�4 � � � ) *
�!�<� ��� �-��� 3�K
[ Wed May 31 12: 33: 40] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $ gpg
−−out put  ccar ds. dec −−decr ypt  ccar ds. asc You need a passphr ase t o
unl ock t he secr et  key f or
user :  " Gl enn Mul l i k i n ( hel l o)  <gl mul l @al t avi st a. com>"
1024−bi t  ELG−E key,  I D 8FEFBC6B,  cr eat ed 2000−03−25 ( mai n key I D
91326DD5)  gpg:  Si gnat ur e made Wed May 31 12: 12: 00 2000 EDT usi ng
DSA key I D 91326DD5
gpg:  Good si gnat ur e f r om " Gl enn Mul l i k i n ( hel l o)
<gl mul l @al t avi st a. com>"
[ Wed May 31 12: 35: 10] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $    

L9��� � �:� � �:��# � 3�� �� ��6 *:� �<��� �  � �:� ;�� G � 4 � ��� �-��� 7!7!� ��� �-.
L9���0#  � * ��� �� ��6T *0 ��7!� � ��7!� � �����0# � ���P7!� * * 7!��� � * � .
$&���F� ��� �� *T;�� � � ,-* �0 �<3: � �:� � 3:� / *T�!�P� ��� ��*  ��� �T �
� � �!� �'� ���!� � � / 7!�=* � ��� � �� ��6� �=��� *�� ��� � � � * *�� ����* � � � � �
1!� /F� #�� ���P7!,�;��  � O * � � � � ��1!� /87!�  � . y L9���P7!,�;��  �P1!� /�4
;��  ��6�� ����1!� /T,-* � �T� �"7!� � # � � �b� ����� ��� � / 7!�  � �9. �8g��"@
� ��� � � � �m��/
7!� * * 7!��� � * �2� ���
� ��� �Q �T7!� � � � � �!� �D� �
�!� � � / 7!�:� ����#  � �"� ����* � � � ��� �����!� � � / 7!� � ��#  � �� ��� �0� ���
#  � ��� � � � �!* . �!� � . L9��� � ) *�� � ��3:� � �-� ���06 � � �-.-i' �0 �93:� � 1!�
�&#&� � ,-� * � .F@'� � �TG  * ,-� � � /�G � �  # /�4= #&��� � �� ��6�� � * � 4=� ��� �
� ����� �  6  ��� ��#  � � 4!� � � � �!* 4!� ����� � � � �!* . �!� ��� � ��� ����* � ��� .
h=,-�=@=� �D��� �&6 �  ��6�� ��* ��� 38� ��� * ��#  � � *�� ��/ � ,0��� � � 4�� #
� � ,-� * � .9h=,-��@=3: � �=* ��� 32/ � ,�� ����� ��� � / 7!� � �"G � � *  � �P� #
� ����#  � � . @9��� G ��# �  � �" �"� �� *�7!� � 6 � � �
� ���� ��� ����� ��� � � /
� ��� ,-6 �"� ��� �=@=1!��� 38� ��� �-/ � ,�3: � �-��� �9;���� ;�� ��� ��� � � � 1
��/2#  � �F� ���m6 � ����/2� � � �! �0� � � �A��,���;�� � * .�z'� � �8 *
� � � � �!* . � * � .
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h=� *  � � � � /�4=� ���� ��# � � ��� �  � �� *�� ��� ,-6 ���:� ��;���* � � ,-� ��� �
� ���"� > � � ���<� ��� �:� ���"7!� � � � * *  ��60� � * � ,-� � � *�� � ß ,- � � ��� �
;�� � � 1Q� ���2� � �!�83:� ,-� �
;��A� � �2��,-� �Q# � �F� � /D� ���
 ���! G  �!,-� � 4 � �&� G � ��� � 6 � �� � � �  � ��� �:��,-* � � � . $&����� G � �� #
� ��� /�� � ,-� ����,-* � � �:� � � ��� ���!� ,-*�� � * � ,-� � � *�� �&� ����� � * 1-4
 �03:� ,-� �
* �  � �"� � 1!�C�m� � ��62�  ��� .�L9���2* 7!� �  #  � *C� � �
;�� / � ��������;�,-�-@��!�<��� G �:� � ��#  �!� ��� � .
@9��� � ���=� ��6 ��;�� � 1�� ����* ��� 3�/ � ,T� 3:����� � �:3:� / *</ � ,
�� 6 ���-7!� � # � �&� �<,-* �:� ���:� ��� � / 7!�  � ��� � ����� �����  ��� K
[ Wed May 31 12: 44: 22] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $ gpg
−−ar mor  −−r eci pi ent  gl mul l  −−si gn −−out put  ccar ds. asc −−encr ypt
. . / . . / ccar ds You need a passphr ase t o unl ock t he secr et  key f or
user :  " Gl enn Mul l i k i n ( hel l o)  <gl mul l @al t avi st a. com>"
1024−bi t  DSA key,  I D 91326DD5,  cr eat ed 2000−03−25 [ Wed May 31
12: 44: 48] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $   

L9���8� ;�� G �F� � ����� ���A* 7!� �  #  � *F� ���F� � �  7! � ���" �m� ���
� � ����� ���2�  ����� ���C* ��3:���!� �-) ����� � �C� �F6  G �� ��� �
* � �! �94�� �� *8� � � � 3:*8# � ��� � ��� * �0� ,-� � ��� � � �m� > � � ,-�  � �94
3: � �Q� ���8� > � 7!�  � �D� ��� �"3:�C* �  � ����� � �
� �A� ��� � ��� ���
7!� * * 7!��� � * �8 #�3:�F� � �F�! 6  � � � � /2*  6 �� ��68�C�!� � ,���� ���
y 3: � ��� ���<5 5 *  6 ��� 7!�  � �!� .
L9���P� � ��� ��3:� /�/ � ,C�� 6 ����� ,-�C� ���P� ��� � / 7!�  � �C *T� *
# � � � � 3:* K
[ Wed May 31 12: 47: 10] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $ gpg
−−ar mor  −−r eci pi ent  gl mul l   −−out put  ccar ds. asc −−encr ypt
. . / . . / ccar ds
[ Wed May 31 12: 47: 18] [ gl enn_m l ocal host ] [ j obs 1] [ ~/ 1t est / gpg] $

�� � ��� ,-��� ����5 5 *  6 �8� 7!�  � �94'/ � ,C6 � �� ���!� ���03: � ��� ,-�
� � /"# ,-� � ��� �:,-* � �: ��7!,-� . $&���"� �� *�� � � �!*������ ��� ����� ���
� #!� � �!� /!) *:� � � 1�� �9(&��,-N�(�.
$&��� � ��� ��� �� ��6�� ��� �:� � �T;����!� ���� *�� ��� � / 7!�  ��6�;� ��� � /
#  � � * .�@&��� G ��� ��� � / 7!� � ��+ 7!� 6 * .�@ �93:� � 1!*�� ����* � ����� > � � �
3:� /�4 + ,-* �'� � 7!� � � ��� ����#  � � ��� ���� �T� ����� ;�� G ��� > � ��7!� � *
3: � �F3:��� � � G � �" ��� 6 �P#  � �0/ � ,F3:� ����� ��� ��� � / 7!� .'ã-� * 4
/ � ,P� � �T7!� � �!,-� ��� �T� * �   9� ��� � �!� �0� ��� � / 7!� � �0#  � ��� #=�
+ 7!� 6 4 + ,-* ��; /�,-*  ��6<� ���<5 5 � � ��� �&� 7!�  � �9. N!� � � � /�,-* � # ,-�  #
/ � ,B3:� ���F� �D� ���  ��+ 7!� 6
#  � � *m;�� � 1B� ���b# � � � ��� �
3:��� � � G � �0 ��� 6 ��#  � �P@�3:� ,-� �C� �� ��1-.<{�� / ;��T/ � ,A� � �
7!� � # � � ��* � ���P� ��� � / *  *P� �C#  � ��*  � �P� > 7!� ��*  � �F3:��� �
� ��� � / 7!�  � �� *:7!� � # � � ��� ��� ��* ,-� ��#  � � * .
�9� * � ,-� � � *
@ � ) *���G � � /�� � * /��!� 3:��� � � ��� ��6 � �=6 ��,-7!6 . V�,-* �=6 ��� ��� ���
(&��,-N�(B3:� ;�*  � � y ��� � 7-K O O 3'3'3�. 6 ��,-7!6 . � � 6 O � � ���D� ��� �
/ � ,���� � �T� ��� � ��7! � ��� ���0 ��* � � � �=,-*  ��6�� ����� � � �! �  � ��� �
� � � � * .�$&���b� ��� �B ��3:� � 1!* è�ã-� ,b3: � �P#  � * ����� G �m� �
6 � ��� � � � �</ � ,-�:� 3:�07!,�;��  � O 7!�  G � � ��1!� /�7!�  ��;�,-�=� �� *� *
G � � /�� � * /�,-*  ��6<� ���:� � ����� �����  ���:� 7!�  � ��5 5 6 � �-5 1!� /�.
M9� ,-��� � � 7!� ��� . � � � y ��� � 7-K O O 3'3'3�. � � ,-��� � � 7!� ��� . � � �"O �  *
��7!� � � � /�6 � � ��� � * � ,-� � � .
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Authors:  Juris Reinfelds (New Mexico State University, Las Cruces,
NM, USA)   and Peter Van Roy ( Universite catholique de Louvain,
Louvain−la−Neuve, Belgium)
 [!� ���!� G � � � 7! ��6�� � * �  ��6�7!� � 6 � � ���� ��6�* 1! � � *� �0� ������� > �
6 � ��� � � �  � �J� #C� � ��7!,-� � �D7!� � # � * *  � ��� � * 4F� �� *B7!� ��� �
�! * � ,-* * � �"��� 3C7!� � 6 � � ���� ��6�� � �0;���� � ,-6 ���'� *���� � ,-�
� ��6  ��� � �  ��6��! * �  7!�  ��� . L9�� *�7!� ��� � 4-� � ��*  * �  ��6�� #-V�,-�  *
�9�  ��# � � �!* y ��� �!� � � � � � � 4�N!� � � �Tl&� �D�9� /�4�� ���2L9 � + � � ,
i' G � �  � 4P� � ��� �E� �� ��� � � ���! * � ,-* *  � �E� #P3:�� � �e�
* ,������ � /e# � � � � 3:* .PL9���B7!� ��� ��3:� *B� � � � 7!7!� �J� ���
� > 7!� ���!� � �!,-�  ��6â� �! * � ,-* *  � ��* � * *  � �c��� � �
* ,�;�* � ß ,-� ��� � /�.
$&��� ��6  ��� � �  ��6��! * �  7!�  ����� � ��*  * � *�� #-��* � �=� #�7!� � � �  � � �
� � � ���� ß ,-� *�� ���T* � � ���!� � �06 ,- �!� �  ��� * 4�#  � ��� /0� � 7!� *  ��6
� �"��* �  � ���  #  ��� ��� � � /�.![!� �:� > � ��7!� � 4!;��  �!6 ��;�,- � �! ��6� *
;�� * � ��� �df=� 3:� � �� � ����� � ��� �� � *I� ���H��� � � �  � � *
* �  � ��� � .9L9� � � �� ��6P� �F� ��6  ��� � �  ��6P�! * �  7!�  ���0� � ��*  * � *
� #=� 3:��7!� � � * K9� � � � �� ��6�� ����# ,-���!� ��� ��� � �=� � ��� � 7!� * y � ���
* �  � ��� � �E� ����� � � � �� ��6d� ���H� ,-� � � ����� � � � * y � ���
� � � ����� � � 6 / � .
�9��� 3: ��6�� ����* �  � ��� ��7!� � 7!� � � *�� ���
* � ,-�!� ����# � ��# ,-� ,-� �P�!� G � � � 7 ��� ��� * .��9��� 3: ��6P� ���P� � � � *
7!� � 7!� � � *:� ���:* � ,-�!� ���-# � �&� ���:7!� � * � ��� .
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���:�!�<���:7!� � 6 � � ���� ��6<;�� � � �!� /�� *:� ���<* � � 7�# � � �A* 7!� �  
� � �  � �Í� ��� ,-���� ��6á7!� � 6 � � �"4A3:�� � �Í� � ��*  * � *á �
�!� *  6 �� ��6P� ���P� � � �� � � � � ,-� �T� ���8 � *T� ;�* � � � � �  � ��*P� ���
� � �! ��68� ��� �I ��� �C�C7!� � 6 � � ���� ��6C� � ��6 ,-� 6 � .�%'7m� �
��� 3�4=7!� � 6 � � ���� ��60��� *�;�� � ��� � ,-6 ���:��� � ��� *"�T� � � # �
� ��� ��� *â� �W� ��6  ��� � �  ��6 �! * �  7!�  ��� .Í%'* ,-� � � /�4
7!� � 6 � � ���� ��6� *<� � ,-6 ���9 ��� ����� � ��� � > �9� #�� ��� y � ����# � 3��
7!� � 6 � � ���� ��6A� � ��6 ,-� 6 � * y � . 6 . 4�V�� G �!4�� � ��7!� � ��� ��� � �
3: � ��z'� * 1!� � �'� ��g�� ��� ��� � .9L9���"�� * � � �  � � �'� � �  �!� ��� *0� #
� ���e7!� � �  � ,-� � �b� � ��6 ,-� 6 � *e� ��� * � ��� � �E* �E� � � * � � /
 ��� � � 3:� G � �F3: � �C� ���P# ,-���!� ��� ��� � �<� � ��� � 7!� *P� ��� ��� ���
� 3:��� � ����� ��� � *  � /�;���* � 7!� � � � � �-. L9��� � �� *���� � ��# ,-*  � �
;�� � 3:� � ��� � � � *:� ����� � ��� � 7!� * .
L9� � � �� ��6�7!� � 6 � � ���� ��6� �"� �� *<# � * �� � �" *<�  1!��� � � � �� ��6
��� 3J� �2;�,- � �m;��  �!6 � *C;�,- � �P� ��� /m� #�3:� � �
� �F � � �9.
Û9��6  ��� � � *�3:� ,-� �T ��7!�  �  � � /"� � ��*  �!� ��� ����� � * � �  � �  � �P� �
3:� � �0� �< � � �P� *�# ,-���!� ��� ��� � �9� ���"3:� ,-� �0��� ��� �� ��10� #
,-*  ��6�� � ��� ����� � � �  � � *�� �:� G � �0� #9,-*  ��6�3:� � �"� ���0 � � �
� � 6 � � ��� � .2L9�� *á� � * � �  � �  � �H��� *á� � �Í� ���! Q� � � ���
7!� � 6 � � ���� ��6�� � ����,-�� �  � * 4Q;�� * � �d� �Þ�! B� � � ���
7!� � 6 � � ���� ��6 l 7!� � � �! 6 ��* ý Km� ; + � � � 5 � �  � ��� � �-4m� � 6  � 4
# ,-��� �  � ��� � 4 � ����* ��# � � � �9. L9���<,-�� � /�� #�7!� � 6 � � ���� ��6�� *
��*  ��6 � �:�! * �  7!�  ���:��� *�;�� � ��� � * � .
L9���P� � * ,-� �� *P� ��� ��7!� � 6 � � ��*�� # � � �C* ,A� �0# � � �J7!� � �
�!� *  6 �9.�����6 � G ��� ��� > � ��7!� ��;�� * � �T� �TV�� G �!4-;�,-�:� ���
7!� � ;�� � �
� >  * � *� �"� � �-7!� � 6 � � ���� ��6�� � ��6 ,-� 6 � *�� ��* � ���
�!� 6 � � � .bM9� ��� ,-� � � ��� /H �HV�� G �Í *I� � ��7!� � >H� ���
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ABSTRACT:
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� ��* 3:� ��� �P #�� ��� /A* � /A� ��� /mý  � G � ��� � ��ý"� ��� �0� ��6  ���
y 3:�� � ��/ � ,� �!� ���  #  � ��� *:��� * * ,-* � 4 + ,-* �-�!� �-) �-,-* �: �=è
@ ��* � � � ����� * * ,-*F ��* � � � � y � ����� � ,-�F� ��� � 4� � ) � ��;������ � �
* � � ,-� �:� � / 3:� /�. h=,-�-� 6 �  �94 �!��3:�:��� � �����  � � ��* �:� �<* � /
ý � ��� ��1P/ � ,9ý<� �P7!� � 7!� �0��� G  ��6T�!� ���T�P� � � � � /P;� 6T� ���
6 � � � � + � ;���$&���-4 ; /�� ����3:� /�4 �9� ��� ,-��i'� � �  * � ���!� � * �-) �
3:� ���0� �C� ��� ��6 �8��� * * ,-*8�  � � ��* �2K���� * * ,-*�3: � ��* � � /

,-���!� �'(&N!��.
g�� � � /0# � ��� ��� ��� � ��6��! 6 � � * *  � �94-;�,-��@&;�� �  � G �� ����� �T� �
;��:* �  �-. @ � ) *:� � � � G � � è
i'� * 7! � ��� ����� � * �'* � � �  � �94!3:��� �'� ��� � ��� ��;�� �<# � � �Q� �� *
� � �  � � �: *:� ��� �-��� * * ,-*:7!� � G  �!� *:���� 6 ��ß ,-� �  � /
* � � ���!� � �-.&@ � ) *0ß ,- � �0� �� ��7!� � * *  G �0* � # � 3:� � � .'%'* � �� �
� � � + ,-��� �  � �
3: � �b�!��� 7-4" �T;�� � � ��� *A�m��,-* �P��� G �
3:��� ��� G � ��* � � ,-�  � /� *J�á� � ��� � � �9.A@ �Q *J�JG � � /
� � * 7!� ��*  ;�� �m� � � � 4" ��7!� � G  ��6
� G � � /Q�!� /�.�L9��� ��1!*m� �
�9� ��� ,-�m� ���m# �  � ���!*8# � ��� ���  ��� � ��* � � ���T,-7!�!� � � *8� �
7!� ,-6  ��* .
L9� �!� /�4<�F* / * � � �� �2� � �-) ��3:� � 1F3: � ��� ,-����� * * ,-*�� ���
�!��� 7-.�L9��� * ��� � � � *F#  ���8G ,-� ��� � � ;� �  �  � *P/ � ,m� ��� ,-6 ���
/ � ,"* � � G � �-. L9�� *< *<� � ,-�<# � �&��� * �9� #�� �����&g�� *<# � ,-����� �
/ � ,-����� � 3:� � 1-.�$&���T3:��� �P/ � ,F1!��� 3
� ��� �<* � ���0�&g�� *
� � �:�  1!�:*  � G � * 4 ��� * * ,-*:� � � *'/ � ,�� � � � >��<;� � .
Û�G � ����� � � 4���� * * ,-*�� � �0��� � 7�/ � ,T,-���!� � * � � ����� ���<3:� /
����� � 3:� � 1 y � ������� � �� ��� �-� � ��;���� � ��7!� � �� * � �-.!@ #!/ � ,
� � � �8� ���P� � 7!� � � *P7!� � G  �!� �8� � � � # ,-� � /�4<� � 1!�P� ��� �J ��� �
� � � � ,-���
� ���á��� 1!�E� ���e�  6 ���D� � � � � � �  � ��* 4F/ � ,9) � �
 ��7!� � G �F� ���F* � � ,-�  � /C� #�� ��� �"��� � 3:� � 1 y � �T��� � �� ��� �
� � ��*  �!� � � ;�� /�.�$&6 �  �94=@:* �  ��ý  ��7!� � G � ý�K-/ � ,-����� � 3:� � 1
3:� �-) �';��Pk v!v à
* � � ,-� �:+ ,-* �';�� � � ,-* ��/ � ,�� ,-�P��� * * ,-* .
L9����� � � ��� ��* � � ,-�  � /� *���G � � /�� � ��6�� ���<� ����3:��� � ��# � �
# � � ��� ����� ���C� #� � .��&��� �P��� � � 4<� ��� ��1!*�� ��� ����# � � �
* � # � 3:� � ��� � ����,-�� � /"# � ��� ����6 � � � �=3:� � 1T �'�!� � *�� ;�� ,-�
* � � ,-�  � /�.
M9� ��� � � �� ��6"� ��� * �"�� � �"7!� � 7!� �"� � /  ��60� �"��� 1!����� ��� /
# � � ��� ���
3:� � 1E� #F� �� *b# � � �Q* � # � 3:� � �b� � ����,-�� � /
��� ��;�� � * 49@ ) �T�  1!��� ��� �!�P* � ��� � �� ��6 .9g�� /  ��6"ý � ��� ��1!* ý
 *P��� ����;�� �!6 ��� #�* ��� ��� .:h=�  ��6���� ��� * �� *���� ��� ��� �
� 3:# ,-� 4  *� �=��@ #-� �� *�1! ����� #�;�� ��� G  � ��6 � � 3:* 4 � �����  * 1� *
�  � ��� ��� ���"� ����� #'� ���"� � ����,-�� � /P� ���0;� 60� ��� ��6 �� �
�  � � ��*  ��6 y � ���07!� � ;�� ;�� /���� � ��� ���"��� � ��7!� � � ��� *�è � .-@ �
�  � ��� �0� � * � 4�/ � ,9) � �<;���� �8/ � ,-�0� 3:�2� ���2� �� ��6 *T3: � �
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INTRODUCTION 

@ �T��� *8� � ��68;�� � �D1!��� 3:�
� ��� �T� ���Cý � � ��� ����� � �� ��6 ý
� � � �! �  � ��� ��%'f=@ ��* � � ,-�  � /���� �!� � 3:��� � ��� ����* ,-7!� �',-* � �
� � � � ,-��� y ,-* ,-� � � /eý � � � � ý ����� *Q7!� � � �  � � � � /B,-���  �� � � �
� � �� �� * � � � �  G ��7!� 3:� � *<3:�� � ����� � ��� ��,-* � � *�� � ��* ,�; + � � �
� �Í� � �b* � � ,-�  � /H� � * � �  � �  � ��*I� � �d;��I�Í* � �  � ,-*
 ��� � � G � �� � ��� �8# � ��� � � 6 �8*  � � *�3: � �m��,-� �  7!� �8* / * � � �
� � �� �� * � � � �  � ��* � � # # .
i'� � � 6 � �  ��6C� � � � *8� #�� � * 7!� ��*  ;� �  � /A� �T+ ,-�� � ��* / * � � �
� � �� �� * � � � �  � �J* � � # #F� �m� � � � 3: ��6b� � � � �  �J,-* � � *Q� �
7!� � # � � �b�  �� � � �T� � �� �� * � � � �  � �P� � * 1!*� *�G � � /0�! # #  � ,-� � .
L9�� *"� # � � ��� � * ,-� � *� ��� � � 6 ����,���;�� � *�� #'* � � # #'1!��� 3: ��6
� ���Aý � � � � ýT7!� * * 3:� � �
� �F� ���2 ��* � � � � � �  � �D� #0�A� � � 6 �
��,���;�� �A� #Fý * � � ,- ��ýF� > � � ,-� � ;�� � *D� �D� � � � 3�* � � # #�� �
7!� � # � � �E� � * 1!*T� � ß ,- �  ��6�ý � � � � ý 7!�  G  � � 6 � * .'h=� � �8� #<� ���
� ;�� G ��� � * ,-� �& �0� � �!,-� � �"� � G � � *�� #9* / * � � �D* � � ,-�  � /�� ���
�� 6 ��� �&� ��� ���!� *  � � ��* / * � � �A� � �� �� * � � � �  � ��� G � � ��� � �!* .
L9��� � �<��� G ��;�� � ����� � /�� � � � *'3:�  � � � ��� �<� � � � 3�� � * � �  � � � �
� � � � * *�� �F� � ����� ���!*P3:�� � �2��� /8;���� ,-�A� *�ý � � � � ý 4
g�%'i���4=N!�9@ l8� ���Pg�%'N!Û9��� �"��� �����"# � 3�.�L9��� * ��� � � � *
� � �9��* / * � � �m� � �� �� * � � � � � �&� � � � 3F��,-* � �&� ��� ,-����*  ��6 � �
� � ����� ����� *�� ���<* ,-7!� ��,-* � � 4!,-* ,-� � � /�� # � � ��7!� � # � � �� ��6
�F* � � � ���!� � /F� ,-� ��� ���  � � �  � �C* � � 78* ,-� �2� *P* ,-7!7!� /  ��6
� ���  �&��� � ��� � %'f=@ �T7!� * * 3:� � �-.
L9��� * ��� � � � *�� � ��* ,-� �9��� � ��#  6 ,-� � �  � �"#  � ��� ���!� � � � �� ���� #
� ���F � G � 1! ��6F,-* � �T *�� � � � 3:� �2� �F� ,-�A� ����� � ����� ���
;��  ��6 � � ß ,-� * � � � y � ���Ý� � � 6 � �Þ� � ����� ��� � .áL9���
�!� � � � �� ��� �  � �Q *2,-* ,-� � � /m;�� * � �D� �Q*  ��7!� �C7!� � � � � �
��� � � �� ��6�� #-� ����� � ����� ����� ���"� � 6 ,���� ��� * . ���� � ��� �� *
��� � ��� �83:� � 1!*P3:� � �� �2��� � /C� � * � *�� ��� � ��� � ��* � ���
*  � ,-� �  � ��*A3:��� � �m ���!� � *m��� ��7!� � G  �!�m� ���m�!� *  � � �
�!� 6 � � ��� #'#  ��� 5 6 � �  ��� �T� � ��� � � �&� G � �:3:��� �:�0,-* � �<��� /
� �=��� /���� �-�!�<� *<ý � � � � ý .
g�%'gA *��F� � � ��� �F7!� � �� ���F* / * � � ��� � �� �� * � � � � � �T� �
�!� � � 6 � � ��� 7!� � � �  � ��*�� ��� �=��,-* � �'��� /�7!� � # � � �
� *�ý � � � � ý
;�� * � ����� �=� ��3:��� �=� ����� � � 6 � �=� � ����� ����� � � 1!*<�  1!�<;�,-�
� ��3:��� �-� ; + � � � *:� ���:� � ����� ����3: � � � 7!� � � � �:� �9.
L9���8� � ��#  6 ,-� � �  � �m#  � �F�!� #  ��� *8# � �P� � � �m,-* � �T3:�� � �
� � � 6 � �=� � ����� ���!*�� ��� /���� /�� > � � ,-� ��� *<� � � � y � ��� *<� � /
� � ��� ��,-* � � � .m$&�!�! �  � ��� � � /�4Q� ���I� � ��#  6 ,-� � �  � �d#  � �
� � ��� � � � *���� � /�� * 7!� � � *:� #!� ���:� 7!� � � �  � ��� #!g�%'g9.
g�%'gm� � � � � *�� ���F� � ����� ���2 � * � � #�� ���2� 7!�  � ��� � � /2� � /
� � 6 ,���� ��� *:3:�� � �0� � ��7!� � * � ���=� *�� � # � � � ��� � *�� ��* / * � � �
� ; + � � � * .<�=; + � � � *T� � �F;��T* ,-� �8� �� ��6 *T� *P��� * � * 4�#  � � * 4
7!� � � � * * � * 4 ,-* � � *:� �&6 � � ,-7!* . g�,-� ��* / * � � �A� ; + � � � *:��� G �
� � � �  ;�,-� � * 4T* ,-� �B� *m �B� ���m� � * �m� #P#  � � * 40� 3:��� � * 4
6 � � ,-7!* 4 *  � �:� � � .

L9����� � � ,-� ��� � � �  ;�,-� � *�3:�� � �A� � �F7!� � * � ����G � � /F3: � �
�! # # � �  ��6�� ; + � � �&� / 7!� * .![!� ��� > � ��7!� � 4�#  � � *���� G ��� 3:��� � * 4
,-* � � *:��� G �:��� ���:�! � � � � � �  � * .
�9� # � � � ��� � ��� ; + � � � *:� ��� ��* � � G � *���� /�� � ��� �  ��� � # � � � ��� � *
� ��� � ��� �'� ; + � � � * . [!� �'� > � ��7!� � 4!��7!� � � � * *<� ; + � � �=��� *<� �
� � � �  ;�,-� ��3:�� � �� *"� ����� # # � � �  G �",-* � �� �-.�L9���"� # # � � �  G �
,-* � �' �� *<��� � # � � � ��� �<� ����,-* � �'� ; + � � � . L9���<,-* � �'� ; + � � �
� ��,-*�� � # � � � ��� � �"3: � �9��� G ���"��� �����! � � � � � � /0� *�� ����� #
 � *�� � � �  ;�,-� � * . L9��� �'��� �����! � � � � � � /� *���� � # � � � ��� ��� ���
#  � �P� ; + � � ��� ���C* ��� �9.'L9����� � ��#  6 ,-� � �  � �C#  � ��* / ��� � >
� � � � 3:*:# � �&* ,-� ��� � � ,-� *  � �9.

CONFIGURATION FILE

$&*<� ���<� � ��#  6 ,-� � �  � �"#  � �< *�� � � �� �= *<7!� � 7!� � � � * * � ���  ���
; /0�  ����G  �"�0M9N!N0* � / � ��7!� � 7!� � � � * * � � .!L9�� *�� � � � 3:*�� ���
* / * � � �
� � �� �� * � � � � � ��� ���!� #  ������� � � � *�� ��*  ��7!�  # /�� ���
� � ��#  6 ,-� � �  � �8#  � �P� 7!7!� � � � ��� � .&L9���P� �!�! �  � �8� #�* � ���
7!� � �!� #  ��� �Þ��� � � � *�� � � ��6Í3: � ��� ����� � ���! �  � ��� �
� � 7!� ;� �  �  � *P� #�M9N!NC� � � � 3:*P� ����� G � � � � �<* / ��� � >8� #�� ���
� � ��#  6 ,-� � �  � �T� � ��6 ,-� 6 ��� ��;���*  ��7!�  #  � �-.-[!� �<� > � ��7!� � 4
� ��� � �� *�������� � �2# � �T� ����� � ��#  6 ,-� � �  � �A� � ��6 ,-� 6 ��� �
� � � � 3F# � �'� � * � �  � �  ��6�� � ����� ���!*�� ��� � � � �  ���  ��� *<� #��!� /
*  ��� �0� �� *0� � ��;��T� � *  � /�� � �� � G � ��; /�,-*  ��6T� ���TM9N!N
� � ���! �  � ��� �B�! � � � �  G � *Í �Þ� � ��;� ��� �  � �d3: � �Þ� ���
7!� � �!� #  ��� ����� � � � *�� � ��� �  �� ��6<� ���:� ,-� � � ���-�  ��� .
@ �0� �!�! �  � �94-� � � � �  �0��� � � ����� ��� *�� � ��,-* � �0� ��� � ��� � � �
� ���
 ��� � � ��� �P� 7!� � � �  � ��� #�g�%'g9.T[!� �2� > � ��7!� � 4P� ���
� � � � �  � �0� #9� ����g�%'g0� � 6�#  � ��� � �";���* � �=; /��!� #  �� ��6�� ���
��� � � ��ý �!�'( l � [!@ � Û=ý .�f=� � � � /�� � ��� * 7!� � � *�� #9� ���� ��� � � ��� �
� 7!� � � �  � �P� #&g�%'gP� � �T;���� � ��� � � � � � �T �P� �� *�3:� /�.!L9�� *
� � ��� G � *�� ������� � � * *  � /0# � ���0� � � 6 ����,���;�� ��� #&� � ��7! � �
�  ���:� � ��#  6 ,-� � �  � ��7!� � � ��� � � � * .
����� �P�0,-* � ��� � ß ,-� * � *�g�%'g�� ��� ,-���0� � ����� ���-49g�%'g
3: � ��� � � �D� ���C� � ��#  6 ,-� � �  � �Q#  � �2� � � 1! ��62# � �F� ��� �  � *
3:�� � �T� 7!7!� /"� ��� ����� ,-� � � ���',-* � � . $&*�* ,-� �T� ��� �  � *�� � �
# � ,-���-4'� ���0� � � ,-� �:� � ����� ���-4' ��� � ,-�! ��6T� � 6 ,���� ��� *T #
7!� � * � ��� 4  *���� � � ��� ��� 6 �  ��* �-� ���:� � ����� ���!*:� � � � 3:� ��; /
� ���F� ,-� � � ���"� ��� � /2;��  ��687!� � � � * * � �-.:$&� 6 ,���� ��� *8� � �
��� � � ��� �B� ��� /B #�� ���D� ,-� � � ���F� � ����� ����# � � �Þ� ���
� ,-� � � ���F� ��� � /B* 7!� �  #  � *D� � 6 ,���� ���F��� � � �� ��6 .P@ �F *
7!� * *  ;�� ��� �"* 7!� �  # /P� ��� �:� ���"� � ����� ���T��,-* �<��� G �����
� � 6 ,���� ��� *e� �B� ��� �
� � � � �  �I� � 6 ,���� ��� *e��,-* �m;��
��� � � ��� �m;�,-�T� ���2� � * �T� � �D;��C 6 ��� � � �
� �F� ��� �T� � �
� � 6 ,���� ��� *���,-* ��;������ � � ��� �-.
L9���J� ��� � /���� /I�!� #  ���J� � � � 3:� ��� � ����� ���!*�� ���
� � 6 ,���� ��� *B� *B*  ��7!� ��� � 6 ,-� � �D� > 7!� � * *  � ��*B� �D� *
� � # � � � ��� � *2� �A� ; + � � � * ."@ #0� ���A� � � � � � 4�� ���A� ��� � /A3: � �
� � ��� �  �����  * �9� #�* � � � � � � � *�3:�� � ��� � �:,-* � ��� ���!� � � � �� ���
 #C� ����� � � ,-� �C� � # � � � ��� � ��� ; + � � � y * �8;�� � � ��6e� �e� ���
7!� � �� � � � �T* � � .9@ #&� ��� /"�!� 49� ����� � ����� ���P *�� � � � 3:� �-4= #
��� �-g�%'g�� � ���  ��,-� *<� ��7!� � � � * *<� �!�! �  � ��� �!� ��� �  � *: ��� ���
� � ��#  6 ,-� � �  � ��#  � � .
@ #:� ��� � /�7!�  ����� *0� ���T� � ����� ���� *0;��  ��6T� � * � � �F# � �
G � �  �! � /��T��� � � �F *T# � ,-���P3: � �F� � /�* � � � � � � ��;�,-��� ���
� � 6  � � �'f&�-L8� 7!� � � � � ��3:� *07!� � 7!� ���!� ��� �0� ���"* � � � � � � � 4
7!� � � � * *  ��6F *�� � � �� ��� � � �A� ���A� ����� � ����� ���2 *F��� �
� � � � 3:� �-.
$&7!7!� ���! >:$T�!� * � �  ;�� *:� ���:� � ��#  6 ,-� � �  � ��#  � �:* / ��� � >�.
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OBJECT CLASSES

g�%'gA� � ��� �  ��*F� ����;�,- � � 5  �m� ;� �  � /C� ����� � � �m� � � � �  �
� / 7!� *"� #:* / * � � �e� ; + � � � * 4& ��� � ,-�! ��6T,-* � � * y � *"�!� #  ��� �
; /E� ��� �  � *B� � � ,-� ��� �E; /E6 � � 7 3:� ��� y ¢ � � 4F6 � � ,-7!* y � *
�!� #  ��� �0; /P� ��� �  � *�� � � ,-� ��� �T; /T6 � � 6 � � ��� y ¢ � � 48#  � � * y � *
�!� #  ��� �P; /P� ���"� � * ,-� �<� #��T* � � � y � ��* / * � � ��� � � � � 4&��� * � *
y � *<�!� #  ��� ��; /�� ����G � � ,-� *�� � � ,-� ��� ��# � � �m6 � � ��� * � ; / � y ¢ �
� ���C6 � �  7!��� �!� ; / � y ¢ � ��� ���27!� � � � * * � * y � *��!� #  ��� �8; /
� ���:7!*  ��# �<� ��� � /� �"O 7!� � � � .
Û9� � �b� #T� ���A� ;�� G �A� ; + � � ��� � � * * � *A� � 1!� *A�
�  * ��� #
* � � � � � � � *D3:�� � ��� � �J;��b,-* � �J� �B��� � � ��� �J� ���
� � � �  ;�,-� � *�� #9� ����� � # � � � ��� � �"� ; + � � � .�@ �0� � * � *<3:��� � ��� �
� ; + � � �&� � ��� �  ��*���� � # � � � ��� ��� �����! # # � � � ���&� ; + � � � y * ,-� �
� *"7!� � � � * * � *0� # # � � �  G �0,-* � �� ��� � # � � � ���  ��6T�P,-* � � � 4'�
* � � � � � � �e� >  * � *�� ��7!� � # � � � ��� � � �� ��6á,-*  ��6�� ���
� � # � � � ��� � ��� ; + � � � .
L9���:# ,-� �!�  * �-� #�* � � � � � � � *<� G �  � � ;�� �:# � �'� � � ��� #!� ���<� ; + � � �
� � � * * � *: *:�  * � � �� ��� 7!7!� ���! >�h'.
$&7!7!� ���! >"MP *���� ����� � � � � �"* � ��7!� ��g�%'gT� � ��#  6 ,-� � �  � �
#  � �'3:�� � ��* ��� 3:*:* � ���:� #!� ���:� � 7!� ;� �  �  � *:� #!� ���:� � � � .

ENVIRONMENT CONTROL

g�%'g�� � � � 3:*<� ���<� � G  � � �!��� ���9� #�� ���<� � � 6 � �-� � ����� ����� �
;���� ,-��� �d;���� � ��7!� � � � � /Ü� � ��� � � � � � ��; /Ü� ���
� � ��#  6 ,-� � �  � ��#  � � . L9���:� � G  � � �!��� ������� /�;��:� � ��7!� � � � � /
� � 7!� � � � �-4:* � � � � � � �C� ��� �  � *P� � ��� G � �C� �0� �!�!� �8� �0� � # �
� � ��7!� � � � � /T,-��� � � � � � �P# � � �B� ��� �:� #'� ���� � G � 1! ��6",-* � � .
@ �F� �!�! �  � �94'� ����� � ��� � � ��� #:� ���0� � G  � � �!��� ����� � ��;��
�! # # � � � ���-# � �&�! # # � � � ���-,-* � � *:� �&� � � 6 � �-� � ����� ���!* .

LOGGING

g�%'g
3: � �"��� � ��� � � /
� � 6A� � � �Q � G � � � �  � �94�� � 6 � � �!� � * *
3:��� � ��� ��� ���C� � � 6 � �0� � ����� ���A3:� *8� � � � 3:� �
� ����� � .
� � 6 6  ��6�� � ��;��<�  � ��� �&; /�* / * � � 6 y k ��� �'�! � � � ��3:�  � � *<� ���
#  � ��� ��;�� � �9.-@ ��# � � ��� �  � �T� � 6 6 � �0 ��� � ,-�!� *�� ���� � G � 1! ��6
,-* � � 4=� ����� ,-� � � ���<�! � � � � � � /T� ����� ����� � � 6 � �<� � ����� ���
3: � �
� � 6 ,���� ��� * .��&7!�  � ��� � � /�4�g�%'g
� � �A3:�  �0# � ��� ���
� � � 6 � �á� � ����� ���Ü� �d� � ��7!� � � ��� ����� � 6d,-* � 6 �
 ��# � � ��� �  � �� ��� � ,-�! ��6<* � � � �-� ����� ����� � � � 1��  ��� *:� ���
* / * � � �A� � � � ,-���  ��6< ��# � � ��� �  � �9.

TIMESTAMPS AND AUTHENTICATION

%'7!� �B� � � ��* ,-� � � * * # ,-�P � G � � � �  � �94Tg�%'gB� � � � � �!*
�
�  ��� * � � ��7T ���"* / * � � �B�! � � � � � � / y ; /0�!� # � ,-� �:� ����� � � �
�! � � � � � � / �8� ���J� ���b,-* � � ) *B��� ���b�! � � � � � � /�.P����� �
 � G � 1!� �-49� �����  ��� * � � ��7P# � � �B� ����* / * � � �B�! � � � � � � /0 *
� � � �  � G � �-.'@ #: �� *�G � �  �� �� *0� ��� � 1!� ��# � ��� ,-� � � ��� /�.'@ #
� ,-� � � ��� 4"� ���A,-* � �8�!� � *m��� ����� G �A� �
7!� � # � � �H� � /
� ,-� ��� ���  � � �  � ��* � � 7-.
@ #=� ����* / * � � �Q�  ��� * � � ��70 *�G � �  �";�,-�'��� �'� ,-� � � ��� 4-� ���
�  ��� * � � ��7�# � � ��� ���I,-* � � ) *I��� ���I�! � � � � � � /H *
� � � �  � G � �-. @ # G � �  �� �- *:� ��� � 1!� ��# � �&� ,-� � � ��� /�. @ #!� ,-� � � ��� 4
���<� ,-� ��� ���  � � �  � ��* � � 7� *:� � ß ,- � � �-.
@ �D� � �"� � ��� �F� � * � *2� > � � 7!�P7!� � �� * � ,-� ,-*8��� �!� y * � �
;�� � � 3�� 4'� ���T,-* � ����,-* ��� ,-� ��� ���  � � � �0,-*  ��6P� ���  ��� 3:�

7!� * * 3:� � �-.!@ ��7!� � �� * � ,-� ,-*<��� �!� 4!� ����7!� * * 3:� � ��� #-� ���
� � � 6 � �-,-* � �& *:,-* � ��# � �&� ,-� ��� ���  � � �  � �9.
$�g�z9$�k�� ��� � 1!* ,��D *�,-* � �"� ��7!� � G � ���'� � ��7!� �  ��6�3: � �
�  ��� * � � ��7!*�* � � � � �P �P� ����,-* � � ) *���� �����! � � � � � � /�.�L9���
� ��� � 1!* ,��J *P� � ��7!,-� � �8,-*  ��6� ��# � � ��� �  � �2* � � � � �8 �
� ���T* / * � � �J�  ��� * � � ��7�3:�� � �C *P� ��� �8� � ��� G � �8# � � �
� ������� �����! � � � � � � /"�  ��� * � � ��7";�� # � � �� �' *�3:�  � � � �9. $&� �
�  ��� * � � ��7!*�;�� � � ���� � G � �  �T #&� ����,-* � ��� ��� ��6 � *�� ���  �
7!� * * 3:� � �-.

PROMISCUOUS MODE

N!� � �� * � ,-� ,-*���� �!��� � � � 3:*�� ���� � G � 1! ��6�,-* � �<� ��� ,-�T�
� � ����� ����� *0� ��� � ��� ��,-* � � y ��� ��� � � � �: #:� ���T � G � 1! ��6
,-* � �C� � �b* ,-7!7 /Q� ���m� � � 6 � ��,-* � � ) *m,-* � � ��� ���m� ���
7!� * * 3:� � �-.A���� � �H,-* � � *J3:���á� � �á� ;�� �á� ��,-* �
7!� � �� * � ,-� ,-*T��� �!�P� ����3:�� � �C� � ����� ���!*�� ��� /F� � �
� ,-�� *:� � ��� � � � � � ��; /�� ���:� � ��#  6 ,-� � �  � ��#  � � .
L9�� *m��� �!�D *
�!� *  6 ��� ��� �Q� � * �
� ���D7!� � G  *  � ��� #
* � � G  � � *0� �T,-* � � *�G  �P� ���������0.'@ ����� � /�� � * � *�/ � ,
��� G �C�A� � ����� ���
� �D� ���C* / * � � � y � # � � �D* � � ,- � �"� �
7!� � # � � �E��* � � G  � �T# � �"� ���P,-* � � * .=$&�C� > � ��7!� �T *P� ���
7!� * * 3:� y k �97!� � 6 � � �D� ��� ��� ��6 ����,-* � � ) *�7!� * * 3:� � �-. L9���
7!� * * 3:� � �T7!� � 6 � � �b� � �T;���,-* � �T; /0�",-* � ��� ��� ��� ��6 �
� ���  ��� 3:��7!� * * 3:� � �T;�,-�<��� ;�� � /T� � * � * .-�� � ��� ����3:� ;
* � � G � �:� ,-���� ��6�� *������ �-5 7!�  G  � � 6 � �",-* � � y # � �<� > � ��7!� �
,-* � ��ý $&N $'M9z'Û=ý � 4= �: *"�! # #  � ,-� �:� �"7!� � G  �!���T7!� * * 3:� � �
� ��� ��6 �:* � � G  � �'3: � ��� ,-�-� �!�! ��6<� ��� � ��� �&* � � ,- ��;� ��� � /�.
h-/�,-*  ��6�7!� � �� * � ,-� ,-*:��� �!� 4!� ����3:� ;�* � � G � �',-* � ��� � �
,-* �"g�%'g�� �0� ,-���T� � ����� ��� y * ,-� ��� *"7!� * * 3:� y k � ��� *
� ��� � ��� �",-* � � .&L9����,-* � �"� � �2* ,-7!7!� /F� ���  �0� 3:�C,-* � �
��� ����� ���"7!� * * 3:� � ��3:�� � �0g�%'g�3: � �-,-* ��� ���!� � � � �� ���
� ��� �9,-* � �:ý $&N $'M9z'Û=ý-� � �"� > � � ,-� ��O ,-* � O ;� �9O 7!� * * 3:��� *
� � /�,-* � �< #=� ����,-* � � ��� ����� ���07!� * * 3:� � �0� #=� ����� � � 6 � �
,-* � ��� � �D;��C* ,-7!7!�  � �-.�L9��,-*2�A,-* � �F� � �Q� ,-�D� ���
7!� * * 3:� � �P� � ����� ����� *�� ��� ��* � � G � *�G  �T� ����3:� ;�� # � � �
� ,-� ��� ���  � � �  ��6P3: � ��� ,-��� ���� ��* � � � � � �  � �2� #�� �!�! �  � ��� �
* � � ,- �P;� ��� �  � * .�L9�� *"� � �!,-� � *E� ���"��,���;�� ��� #�* � � ,- �
;� ��� �  � *'3:�� � ����,-* ��;��: ��* � � � � � ��� �������  ��� �  ��� �-.

M ISCELLANEOUS FEATURES

g�%'g�� � * �<* ,-7!7!� � � *:� ���:# � � � � 3: ��6<# ,-��� �  � ��� �  � /�K
> L9���D� ;� �  � /B� �Q� ,-�e� ���D� � � 6 � �8� � ����� ����� �8�* 7!� �  #  � ���� � � y � � G � � ,-� .> L9���C� ;� �  � /m� �A� ,-�D� ���2� � � 6 � �T� � ����� ���D �D� ���;�� � 1!6 � � ,-����� *:��* � * *  � ��� � � �!� � .> $&�"� 7!�  � �0� ��� ��� ��6 ��� ����* 7!� �  #  � ���! � � � � � � /�;�� # � � �� ,-���� ��6<� ���:� � � 6 � �-� � ����� ���-.> L9���<� ;� �  � /�� ��� ,-��� ����� � � 6 � �9� � ����� ����� *<� � /�,-* � �y * 7!� �  #  � �� ��� ���:� � ��#  6 ,-� � �  � ��#  � � � .> $E��� � ��� �b� �
�!� � � � �� ���m #P�D* 7!� �  #  � �b,-* � �2 *� � � � 3:� �0� ��� ,-�P��* 7!� �  #  � �0� � � 6 � ��� � ����� ��� y * ,-7!� �
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APPENDIX A  − CONFIGURATION FILE SYNTAX

$&# � � ��7!� � 7!� � � � * *  ��6 4�� ���C� � ��#  6 ,-� � �  � �
#  � �8� � ��� �  ��*
�  ��� *�3: � ��� ����� ����# � � � � 3: ��6"* / ��� � >�K=Û9� � ���! � � � �  G �� *
7!� � � � * * � ��� ���:� �-���  ��� 4  ��� ���:� � �!� �&� ��� /�� 7!7!� � � .
di r ec t i ve : : = user _l i s t  :  command_l i s t  

user _l i s t  : : = f ul l _user _expr ess i on { ,  . . . }  

command_l i s t  : : = f ul l _command_expr ess i on { ,  . . . }  

f ul l _user _expr ess i on : : = user _expr ess i on{ @host _expr ess i on}

user _expr ess i on : : = user name_r e : : = user _c l ass  : : = r exexp_c l ass

user name_r e : : = { ! } ex t ended_r egul ar _expr ess i on 
hos t _expr ess i on : : = hos t _r e 

: : = hos t _c l ass  
: : = r egexp_c l ass  

hos t _r e : : = { ! } ex t ended_r egul ar _expr ess i on 

f ul l _command_expr ess i on : : = { ~t ar get _user _expr ess i on: } command_expr ess i on

t ar get _user −expr ess i on : == user _expr ess i on 

command_expr ess i on : : = command_name_r e { ar gument _expr ess i on} . . .

command_name_r e : : = { ! } ex t ended_r egul ar _expr ess i on 

ar gument _expr ess i on : : = ar gument _r e 
: : = c l ass  

ar gument _r e : : = { ! } ex t ended_r egul ar −expr ess i on 

c l ass  : : = f i l e_c l ass  
: : = gr oup_c l ass  
: : = user _c l ass  
: : = pr oc_c l ass  
: : = hos t _c l ass  
: : = r egexp_c l ass  

user _c l ass  : : = USER( sel ec t or _l i s t )  
: : = USERNAME( sel ec t or _l i s t )  
: : = USERI D( sel ec t or _l i s t )  

f i l e_c l ass  : : = FI LE( sel ec t or _l i s t )  
: : = RFI LE( sel ec t or _l i s t )  

gr oup_c l ass  : : = GROUP( sel ec t or _l i s t )  
: : = GROUPI D( sel ec t or _l i s t )  
: : = GROUPNAME( sel ec t or _l i s t )  

pr oc_c l ass  : : = PROC( sel ec t or _l i s t )  
: : = RPROC( sel ec t or _l i s t )  

hos t _c l ass  : : = HOST( sel ec t or _l i s t )

r egexp_c l ass  : : = REGEXP( sel ec t or _l i s t )

sel ec t or _l i s t  : : = sel ec t or _ar gument { , sel ec t or _ar gument }

sel ec t or _ar gument  : : = { ! } at t r i but e_name = at t r i but e 
at t r i but e_name : : = s t r i ng 

at t r i but e : : = s t r i ng 

SELECTORS BY CLASS
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At t r i but e Name Mat ches

exi st s " t r ue"  i f  user  exi st s,  " f al se"  ot her wi se 
ui d user  i d of  t he
user  name user  name of  t he user  
gi d pr i mar y gr oup i d of  t he user  ( st r i ng)  
pgr oup pr i mar y gr oup of  t he user  ( c l ass)  
i ngr oup al l  user s gr oups ( c l ass)  
gecos gecos f i el d f or  user  
di r  home di r ect or y of  user  ( st r i ng)  
home home di r ect or y of  user  ( c l ass)  
shel l  shel l  of  user
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At t r i but e Name Mat ches

exi st s " t r ue"  i f  gr oup exi st s,  " f al se"  ot her wi se 
gi d gr oup i d of  gr oup
gr oupname gr oup name of  gr oup
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exi st s " t r ue"  i f  f i l e exi st s,  " f al se"  ot her wi se 
name name of  f i l e as suppl i ed 
r eal name r eal  name of  f i l e i f  avai l abl e 
t ype t ype of  t he f i l e ( see bel ow)  
ui d user  i d of  t he f i l e 
owner  account  of  f i l e owner  ( c l ass)  
owner  account  of  owner  ( c l ass)  
gi d gr oup i d of  t he f i l e 
gr oup gr oup of  f i l e ( c l ass)  
dev devi ce on whi ch f i l e r esi des 
r dev r aw devi ce on whi ch f i l e r esi des 
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At t r i but e Name Mat ches

exi st s " t r ue"  i f  pr ocess exi st s,  " f al se"  ot her wi se 
pi d pr ocess i d of  t he pr ocess 
ppi d par ent  pr ocess i d of  t he pr ocess 
ui d user  i d of  t he pr ocess 
pui d user  i d of  par ent  pr ocess 
eui d ef f ect i ve user  i d of  pr ocess 
gi d gr oup i d of  pr ocess 
pgi d gr oup i d of  par ent  pr ocess 
egi d ef f ect i ve gr oup i d of  pr ocess 
si d sessi on i d of  pr ocess 
ar gc number  of  ar gument s of  pr ocess 
t t y t t y devi ce at t ached t o pr ocess 
owner  account  of  owner  of  pr ocess ( c l ass)  
eowner  account  of  ef f ect i ve owner  ( c l ass)
gr oup gr oup of  pr ocess ( c l ass)  
egr oup ef f ect i ve gr oup of  pr ocess ( c l ass)
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At t r i but e Name Mat ches

exi st s " t r ue"  i f  host  exi st s,  " f al se"  ot her wi se 
name mat ches name( s)  of  t he host  
v4_i p mat ches I P addr esses 
v6_i p mat ches ver si on 6 I P addr esses
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# � � ��� � y $�. h'. M&. i&��� �H� � � * * � � * *d��� � 3:� � 1þ# � � ��� �
y $�. h'. M&. i:O ��� � ��� * 1 l � � � ��6 � �!� .
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� > 7!� � * *  � ��* .&@ �� *"7!� � * � ���&+ ,-* �<# � ��� � ��7!� � � � ��� * *"� ���
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At t r i but e Name Mat ches

r egexp mat ches ext ended r egul ar  expr essi ons

APPENDIX C − SAMPLE CONFIGURATION FILE

/ /  Def i ne t he l ocat i on of  t he SUS l og f i l e

#def i ne LOG_FI LE " / l ocal / l og/ sus. l og"

/ /  Wai t  f or  chi l d t er mi nat i on and l og usage i nf or mat i on

#def i ne WAI T_FOR_CHI LD 1

/ /  How l ong t o t i mest amp r emai n val i d

#def i ne MAXTI ME 300 / /  5 mi ns

/ /  Del et e t hese var i abl es f r om t he envi r onment

#def i ne ENV_DELETE " LD_. * "

/ /  Change t he SHELL var i abl e

#def i ne ENV_ADD ‘ SHELL=/ bi n/ f al se"

/ /  Set  t he pat h

#def i ne PATH " / usr / bi n: / usr / sbi n"

/ /  A c l ass of  peopl e

#def i ne SALES_ADMI NS " j ack |  j i l l "

/ /  A c l ass of  machi nes

#def i ne SALES_MACHI NES " pr ot eus |  hal "

/ /  The sal es peopl e get  cont r ol  of  t hei r  own machi nes 
/ /  but  onl y dur i ng of f i ce hour s 
/ /  ANY_COMMAND i s a pr edef i ned macr o as i s HOUR  

#i f  HOUR >= 9 && HOUR <= 4

SALES_ADMI NS SALES_MACHI NES :  ANY_COMMAND #endi f

/ /  Def i ne a c l ass of  user s by v i r t ue of  t hei r  home di r ect or y  

#def i ne ENG_USERS USER( home=/ home/ eng/ . * )
/ /  These user s can chown f i l es t o t hemsel ves i n t he engi neer i ng web
ar ea 
/ /  SUS_USERNAME i s pr edef i ned t o be name of  cur r ent  user  
/ /  The RFI LE sel ect or  mat ches r ecur si vel y up t he di r ect or y t r ee.

ENG_USERS :  chown USER( name=SUS_USERNAME)  FI LE( exi st s=t r ue,  \
r eal name=/ web/ engi neer i ng/ . * )  
/ /  As above,  but  add t he r est r i ct i on t hat  t he cur r ent  owner   
/ /  of  t he f i l e must  be an engi neer  as wel l .

ENG_USERS :  chown USER( name=SUS_USERNAME)  FI LE( exi st s=t r ue,  \
r eal name=/ web/ engi neer i ng/ . * ,  \  owner =ENG_USERS)  
/ /  Al l ow Bi l l  t o r un al l  t he commands i n a speci al  
/ /  di r ect or y we mai nt ai n f or  hi m wi t h any ar gument s he l i kes.  
/ /  PFI LE cl ass wor ks l i ke FI LE,  but  uses t he par ent  di r ect or y 
/ /  f or  mat chi ng 
/ /  ANY_ARGUMENTS i s a pr edef i ned macr o

bi l l  :  PFI LE( r eal name=/ shar e/ speci al / bi l l )

/ /  Just  t o show NOT,  al l ow ever yt hi ng f or  mar y,  except  shel l s

SHELLS = . * / sh |  . * / ksh |  . * / bash |  . * / csh |  . * / zsh

mar y :  ! SHELLS,  ANY_COMMAND

S=\9^ t o-r p ^ Ð ` q�~�o t�t s Ã!n ^ p p q u
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�!�  � /!5 � ,-� * � *:� *:� � � � .

ã-� ,P� � �T� � � � * *�� � �9� ������� � �!� �T# ,-��� �  � ��*�� ��� � ,-6 �P� ���
���  �2��� ��,A; /2�� � �  ��6F� ����� � 7! � � ��� � � � � �P� * * � �  � � � �
3: � ��� � � �"��� ���� ��� ���<���  ����� ��,=. $&����� ��� ��/ � ,"� � �
*  ��7!� /2�� �0� ���F� � # �0� �P�  6 ���0� � � � 3e1!� /A� �F��� G �8� �
�! # # � � � ������� ��,-*�� �m� ���F� � � � ;�� � .��&#�7!� � �  � ,-� � �P��� � �
3:� ,-� ��;��<� �����&7!� � � �  � ����� ��,"� ����� ���<g�� � �  ��6<��� ��,-* .
L9�����&7!� � � �  � �"��� ��,T� � � *</ � ,T7!� � # � � �D* ,-� �0� �� ��6 *�� *
M9� ��7!� � �  ��6H� � /Þ7!� ���! ��6� ��* � � � � *H� �I� � ��� G � � * 4
,-7!�!� �  ��6�� ���<�  * �9� #-7!� � 1!� 6 � *<� ��� �9� � �<� G �  � � ;�� � 4!� �����
# � 3F� � ��� �&��� � �<� ;�* � ,-� �<� �� ��6 * . L9���<g�� � �  ��6<��� ��," *<�
6 � � � ��� �� ��6 4�� ��� ��/ � ,C#  6 ,-� �0� ,-����� 3D �<3:� � 1!* .=$&���
� ��� ��/ � ,8�!�T#  6 ,-� �0� ,-����� 3D �:3:� � 1!* 4'� ��� ��/ � ,8� � �
� � � � � /"�!��* � ����� � � � � /"7!� 3:� � # ,-�=7!� � 1!� 6 ��7!� � * � ��� � �  � ��*
� ��� ���<* � � � � ��� ��� �9* ��� 3�/ � ,"� � � �9� #�6 � � ��* � ,-# # . g���� �� *
7!� � 6 � � �A *:� ����;�� ��;9. @ �-� � � � � /� * è
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@ � ) *<* �<� � * /�� � * �<� �<6 � �9 ��# � � ��� �  � ��� ��� ���:7!� � 1!� 6 ��/ � ,
� � �"� � � 1! ��6"� � .�$&� �=/ � ,��!�" *��� �:� ���0ý ��ý�1!� /T� ���P� ���
* � � � � �"* 7!�  � *< ��� ��� 3:��� ����� ��� ���<;�� � � � �m��� � # 4 / � ,"* � �
�C�!� * � �  7!�  � �A� #�� ����7!� � �  � ,-� � �P7!� � 1!� 6 � 4��8�!� � �  � � �
�!� * � �  7!�  � �9.�%'* ��� ���Fý � ý�� ���Aý � ý�1!� / *�� �F* � � � � ��� ��� �
;�� � � � ��3: ���!� 3�4� #���� � � * * � � /�.���� ���0� �21!��� 3�3:��� �
7!� � 1!� 6 � *�� � �I�  * � � �d� *I�!� 7!� ���!� ���  � *�# � ��� �� *
7!� � �  � ,-� � ��7!� � 1!� 6 � �Pi'�  � /�1!��� 3:*T� ���T� ��* 3:� ��� ���F �
3: � ��� � � �=/ � ,F #'/ � ,�3: � �'�� �<� ���0Û9��� � � O �9� � ,-� ��1!� /P� �
/ � ,-�Q1!� / ;�� � � �-.���� /E�!� � *B� �� *Q3:� � 1!�b��� � � 4F � ) *
;�� � � ,-* �T� #<i'� ;� � �-) *T* � � � �!# � * ��� � ���� � ��� ����� �P�!� � �  �
� ������� � ���! * �  7!�  ���J �I� ����3:� /á� ��� �D� ��� /á�!�
�!� 7!� ���!� ���  � *T# � ��� ���  ��7!� � 1!� 6 � * .'@ ��� � ��* � � � � *0� ��� ���
;�� � � � �e� ���T3:� � 1!*" � *�3:� /P,-7-.&g�� � � ��3: � �F6 � � ��* � ,-# #
� ���0/ � ,�6 � �:6 � � �T* � ,-# #'� ,-� .9g�� � � �&3: � �P;�� �T* � ,-# #'� ���
/ � ,�� � �-) �-6 � �-6 � � ��* � ,-# #!� ,-� .
g���i'�  � /� *=+ ,-* �-� ���:� � * ,-� �9� #!� � � �9� #!7!� � 7!� � * ) ��� � ��3:� � 1
� ����� # # � � �:� �"��� 1!��* � ��� � �� ��606 � � �-.=i'�  � /P *���� �<� ���
� ����� ��� �9�!� � *�� � �!� ��� �=� ��� ,-6 �9. @ �= *<7!� � 7!� � .!N!� � 7!� �<� ��� �
� � � � �-.

DEITY−GTK

i'�  � /!5 6 � 1á *��  ��1!� ��� *��E* / ���  ��1�� �E� �����!�  � /
� > � � ,-� � ;�� �<;�,-�9@-6 ,-� * *<� �����!�  � /�� > � � ,-� � ;�� �<� � �"#  6 ,-� �
� ,-�-� ��� �- �- *�;��  ��6<� � � � � ��� �<,-* �:� ���:6 � 1�6 � � 7!�� � � � ,-* � �
 ��� � � # � � � 4'� � � ��� ��� ��� ����� ,-� * � * .9L9��� �:;��  ��6T� ���"� � * � 4
��� � �A *A�m� / 7! � � �0* � � � � �b� ��� ��* ��� 3:*2�!�  � /!5 6 � 1Q �
� � �  � �9.

@=�  1!��i'�  � /!5 6 � 1�� *�# � ��� *�� ���:3:� /� �= *�� �  �"� ,-�=� ����� � �
� ���2# � � � ,-� � *C� ��� �T �T7!,-� *C� ,-�P� ��� � �8;�,-�T@0��� G �2�
7!� � ;�� � �C3: � �� ��;�� ��;� ��6<� ,-�!3:��� ��@� ��* � � � � * � ��� � �� ��6 .
@9� �  � �� ��* � � � �  ��6�* � G � � � �!7!� � 1!� 6 � *:3: � �� �9� ���� �=* � � ��*
� �&+ ,-* �-� � � * �:� �������  ��3: ���!� 3�� ����* ��,-�-�!� 3:��3: � ��� ���
# � � � � 3: ��6<� � � � �&� � # �-� ��� ��� �-� � ����� �����  ��� K
[ Tue Aug 14 00: 30: 55] [ r oot  l ocal host ] [ j obs
1] [ / var / www/ ar t i c l es/ a76] $ dei t y−gt k
Updat e I D = 0 St at us = Connect i ng t o
ht t p. us. debi an. or g

Updat e I D = 0 St at us = Wai t i ng f or  f i l e
Updat e I D = 0 St at us =
St ar t  downl oad I D 1:  ht t p: / / ht t p. us. debi an. or g
unst abl e/ mai n knews 1. 0b. 1−5 − knews
end downl oad I D 1:  ht t p: / / ht t p. us. debi an. or g
unst abl e/ mai n knews 1. 0b. 1−5 − knews
Sel ect i ng pr evi ousl y desel ect ed package knews.
( Readi ng dat abase . . .  48791 f i l es and di r ect or i es
cur r ent l y  i nst al l ed. )
Unpacki ng knews ( f r om . . . / knews_1. 0b. 1−5_i 386. deb)
. . .
Set t i ng up knews ( 1. 0b. 1−5)  . . .  Package manager
( dpkg)  succeeded.
Gdk−ERROR * * :  X connect i on t o : 0. 0 br oken
( expl i c i t  k i l l  or  ser ver  shut down) .
[ Tue Aug 14 00: 33: 08] [ r oot  l ocal host ] [ j obs 1]
[ / var / www/ ar t i c l es/ a76] $ 

h=� *  � � � � /�4� ��* ,-� � � � �!*� �T ��* � � � �  ��6�� ����7!� � 1!� 6 ��;�,-�' �
;�� ��;�*8� ,-�0� # � � �� �0 *8#  �� * ��� �-.�@ ) �
�  1!�8 �0� �C* �  � 1
� � � ,-���0�"�  � � � ��� � ��6 � � .9h=,-�'� ��;������ ��� * � 49� ����� � � �9��� *
* � ����G � � /0�� � ��� �� ��6 *�6 �  ��6�# � �< � 4=* ,-� �P� *�� > � � ��*  G �
� � ��#  6 ,-� � �  � ��� ;� �  � /� �þ� ���d� � � ��� #�7!� � 1!� 6 �
7!� � * � ��� � �  � ��* 4�* � ��� � �� ��62� ��� �T� � �
;���G � � /m,-* � # ,-� .
$&��� � ��� ��� �� ��6�@��  1!��� ;�� ,-�: �� *� �: *�7!� � � � /0��,-� �P� ���
* � ����� �� ��6"� *��!�  � /!5 � ,-� * � * 4& �'3:� � 1!*�� ����* � ����3:� /�.
h-/��!� ,�;�� ��� �  � 1! ��6���7!� � 1!� 6 � 4! �-3: � �-�  * �=� ����7!� � 1!� 6 � *
� ��� �& �&� � ß ,- � � *�� ��;��� ��* � � � � � �"* ��/ � ,P� � �0* � �<3:��� �& �
3: � �P�!� ."����� �b/ � ,e� � � ,-� � � /b� �  � 1B� �e� ���Dý  ��* � � � �
;�,-� � � �-ý 4' �:3: � ��* ��� 3m/ � ,8�P�  * �� �8�P��� 3m3: ���!� 3D� #
3:��� �=7!� � 1!� 6 � *� �-3: � �� ��* � � � � .![!� ��� > � ��7!� � 4!� *:/ � ,0� � �
* � �P �2� ���P# � � � � 3: ��6�* � � � � ��* ��� � 4<@<3:� ��� � �C� �� ��* � � � �
ý � �  5 / � ��� � ý�� ���mý ;�� � * � ý .��&#�� � ,-� * � 4� �"� �!�!*F �
� ���
7!� � 1!� 6 � *�� ��� ��3: � �&;��"� � ß ,- � � ��� �"��� 1!�"� �� *"��� 7!7!� �
3: � ��� ,-�����
��� G  ��6D� �
 ��* � � � �P� ��� * �
�!� 7!� ���!� ���  � *
��� ��,-� � � /�. L9�� *< *<� ���<7!� 3:� �'� #!��� G  ��6�$&7!�9� *<� ���:;�� � 1
� ���-.

�&��� �<@9� �  � 1�� �"� ����6 � � � �"�  6 ���=� ��� � ��7!� � � �<� ���� ��* � � � � 4
i'�  � /!5 6 � 1�7!� 7!*<,-7�� ��� � ��� �=3: ���!� 3�3:�� � ��* ��� 3:*����<�
7!� � 6 � � * *P� � 7!� � ��� #<3:��� ��7!� � 1!� 6 �� *P� ,-� � � ��� � /�;��  ��6
�!� 3:��� � � �!� �B* �D@�� � ��# � � � � 3I� ���D7!� � 6 � � * *
� #�� ���
7!� � 1!� 6 � *�� *�� ��� /"� � ���!� 3:��� � � �!� �-. L9����� ��� /"7!� � �&� ��� �
� � ,-� �P,-* ��* � ���� ��7!� � G � ��� ���: *�3:��� �:��� 7!7!� ��*���� > � .
h=� *  � � � � /�4'� �� ��6 *T6 � ����� ���!� �F� G � ��� �"$&7!��� 7!7!� � � ��� � /
� ����3:��* � ��� ���<# � � � � 3: ��6�� �"� ���<� � ��* � � �:3:��� � �:3:�<� � �
� ���:7!� � 6 � � �A# � � �"K
.
.
.  Sel ect i ng pr evi ousl y desel ect ed package ar i −
yahoo.
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( Readi ng dat abase . . .  48803 f i l es and di r ect or i es
cur r ent l y  i nst al l ed. )
Unpacki ng ar i −yahoo ( f r om . . . / ar i −yahoo_1. 8−
1_i 386. deb)  . . .
Sel ect i ng pr evi ousl y desel ect ed package l i bl t dl 3.
Unpacki ng l i bl t dl 3 ( f r om . . . / l i bl t dl 3_1. 4b−
3_i 386. deb)  . . .
Sel ect i ng pr evi ousl y desel ect ed package l i besmt p5.
Unpacki ng l i besmt p5 ( f r om . . . / l i besmt p5_0. 8. 3−
1_i 386. deb)  . . .
Sel ect i ng pr evi ousl y desel ect ed package
l i bpspel l 2.
Unpacki ng l i bpspel l 2 ( f r om . . . / l i bpspel l 2_0. 11. 2−
2. 5_i 386. deb)  . . .
Sel ect i ng pr evi ousl y desel ect ed package gnome−pi m.
Unpacki ng gnome−pi m ( f r om . . . / gnome−pi m_1. 4. 0−
7_i 386. deb)  . . .
Sel ect i ng pr evi ousl y desel ect ed package bal sa.
Unpacki ng bal sa ( f r om . . . / bal sa_1. 1. 7−2_i 386. deb)
. . .
Set t i ng up ar i −yahoo ( 1. 8−1)  . . .  
Set t i ng up l i bl t dl 3 ( 1. 4b−3)  . . .  
Set t i ng up l i besmt p5 ( 0. 8. 3−1)  . . .  
Set t i ng up l i bpspel l 2 ( 0. 11. 2−2. 5)  . . .  
Set t i ng up gnome−pi m ( 1. 4. 0−7)  . . .  
Set t i ng up bal sa ( 1. 1. 7−2)  . . .  
Package manager  ( dpkg)  succeeded.  

$&�&� � � * �'� ����7!� � � � * *�3:� *�* ,-� � � * * # ,-�9� ���"6 ,-� * *�3:��� � �
@ �9�! �!�-) �9;�� ��;�� ,-�9� �� *��  ��� . @9* �  � �!��� G ��� ���<7!� � 6 � � ��) *
���  ��,-* � �' ��� � � # � � �<*  � �  ��6�� ��� � ��3:�  �  ��6�# � �&���<� ��,-* �
 �&� 6 �  �9.-h=,-�& �T� �� *��!� /"� ���"� 6 � 4-� ������� 3�;� ��� > 7!� � � *
� � ��� ���0* � ,-# #:� �T;��0� �F� ���P(&%'@ 4'��� ��� �8* � ���0� � � � ���
� � ��* � � �<* � ��� 3:��� � �<* ,-� �"� ��� �9 #-� ��� /���� 1!��� �� � � �"� �
� ���  ���!� * 1!� � 7F� ��� �� #<� ��� /�� � �8�!�  � /!5 6 � 1F# � � �E� ��� � � 4
3:��� � �<3:� ,-� �0� ��� * ��� � ��* � � ����� * * � 6 � *�6 ��� ��� ����L9��� * �
� � �' ��7!� � � � ����� � ��* � � ����� * * � 6 � *��� 6 ������� �:;���G  *  ;�� �
� ���T� ��� ����� 323:� ,-� �P� ����,-* � ��1!��� 323:��� �'3:� *�6 �  ��6
� ����{�� / ;��� � ) *���� �&* ��*  ��7!� ��� ��� � /�� ����� � �! � � � �=� ��� * �
��� * * � 6 � *2 ��� �A� ���A(&%'@T* � ��� ��� 3J;�,-�P@T� �� ��1D � ) *
 ��7!� � � � ����;�� � � ,-* �m� ��� �F7!� � �F� #�� ���
7!� � � � * * 4T� ���
,-��7!� � 1! ��6B� ���J* � � �  ��6�,-7E� � �B ��7!� � � � ���A� �B;��
� � � �  G  ��6e* � ���e# � � � ;�� � 1á� ��� �
� ��� /J� � �e� � � ,-� � � /
��� 7!7!� �� ��6 .
@�� �A;��  ��6���� � ��� ��� �� *:7!� � 6 � � �m��� � �:;�� � � ,-* �<@-� �� ��1
 ����� *P6 � � � ��7!� � � ���  � �<� ���F ��� � � � � � /F *T��G � � /F�� � �
7!� � 6 � � �B� �",-* � .=@9+ ,-* �:��� 7!��� �"* � �" ��;�� � � �����0�  � � � �
��� � �"* � � ;�� �"� ���P��� / ;��"� ��� /P� � ��6 � �<� ��� �<* � � � � �� ��6
3:� � 1! ��6P;�� � � � � .:{</F* � � � � �Cß ,-� �  � *�* � ��� �  ��� *P�!� �-) �
* � � �B� ��3:� � 1�� *"� ��� /P* ��� ,-� �-.&h=,-�<# � ��;�� *  �",-* � � 6 � 4
� ���"� � � �' *"� ��� � � .'@'3:� *"� ;�� �0� �0�!�0� ��,-7!�!� � �0� #�� ���
7!� � 1!� 6 �P�  * � .:[!� �"� ��� * �P� #</ � ,2� ��� ��1!��� 3
$&7!� 4:� ��� �
3:� ,-� �T;���� 7!� 5 6 � �<,-7!�!� � ��;�,-�<# � ��� ��� * �"� #=/ � ,F,-*  ��6
�!�  � /!5 6 � 1P� ��� �'3:� ,-� �P;��"ý 6 �0� �"[! � �0ì ì0%'7!�!� � ��$9G �  � .
N!� � 1!� 6 ���  * � * ý�� ���A� ��� � ) *F� ;�� ,-�" � .<ã-� ,
6 � ��G  * ,-� �
# � � � ;�� � 1�� ��� ��� �-7!� � � � * *:� � � .
@��� 6 ���=��� � ��� ��� �9�!�  � /!5 � ,-� * � *���� *�� ���<* � ����*  � ,-� �  � �
��� 7!7!� �A� �F ��3:��� �23:���!�F7!� � 1!� 6 �F ��* � � � � � �  � ��* .�@ �
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GNOME−APT
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 ��� � � # � � � 5 ;�� * � �"* / * � � �"4- �&� 7!7!� � � *�� ��7!� � 7!� ��� ��� �&�  1!�
� ��7!�  ���'� ���P� �  � 1"3:�� � ��� �:� ����* � �����  ���� �' ��� � ,-�!� *
* � ����� #-� ����7!� 3:� ��� � � � *�� ��� �&@9��� G ��� � ����� ��� > 7!� � �= �
�"7!� � 1!� 6 ����� ��� 6 � � .=h=,-�:#  � * �:� � � ) *�6 � ��� �� ��6 *�* � � � � � �
; /�� � � 1! ��6<� �-� ������� ��7!� 6 �:# � �&6 ��� ��� 5 � 7!� .
GNOME−APT( 8)
GNOME−APT( 8)  NAME
       gnome−apt  − gr aphi cal  package management
pr ogr am SYNOPSI S
       gnome−apt  [ opt i ons]  DESCRI PTI ON
       gnome−apt   i s   a  package manager  f or
Debi an wi t h a Gnome f r ont −end.   I t  pr ov i des t he
same
       f unct i onal i t y  as t he apt −get  command l i ne
ut i l i t y .   gnome−apt  al l ows you t o easi l y  upgr ade
       your   Debi an  syst em,   as  wel l  as i nst al l
and uni nst al l  packages usi ng any of  t he met hods
       t hat  apt  suppor t s ( ht t p,  f t p,  f i l e) .
Event ual l y  gnome−apt  wi l l  have onl i ne hel p
avai l abl e
       f r om wi t hi n t he pr ogr am.  ( But  r i ght  now i t
doesn’ t . )  OPTI ONS
       Gener i c  Gnome and GTK opt i ons can be
accessed usi ng t he −−hel p f l ag.         Hel p
Opt i ons        −?,  −−hel p
              Show summar y of  opt i ons.
−−usage
              Di spl ay br i ef  usage message.
−V,  −−ver s i on
              Show ver s i on of  pr ogr am.
Di spl ay Opt i ons        −g,  −−geomet r y
              Set  mai n wi ndow geomet r y i n s t andar d
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x++ f or mat .  FI LES
       / usr / shar e/ gnome−apt / gnome−apt r c
              Syst em−wi de gt kr c speci f i c  t o gnome−
apt  ( use t o conf i gur e t hemes,  f ont s,  et c . )
~/ . gnome/ gnome−apt r c
              User  gt kr c f or  gnome−apt
/ usr / shar e/ gdeb/ gdebr c
              Gl obal   gt kr c  wi t h  set t i ngs  f or
t he Det ai l s  di al og and Package I nf or mat i on pane,
              shar ed wi t h t he cur r ent l y
unavai l abl e gdeb package v i ewer .
~/ . gnome/ gdebr c
              User  gt kr c f or  package i nf or mat i on
di spl ay        / et c / apt / sour ces. l i s t
              Conf i gur es wher e apt −get  and gnome−
apt  l ook f or  packages.         SEE ALSO
              apt ( 8) ,  sour ces. l i s t ( 5) ,  apt . conf ( 5)
AUTHOR
       gnome−apt  was wr i t t en by Havoc Penni ngt on
Thi s manual  page was  wr i t t en  by
       Mi t ch  Bl ev i ns  ,   f or  t he Debi an GNU/ Li nux
syst em ( but  may be used by
       ot her s) .
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7!� � 6 � � ��*:� � �:� � � 1! ��6 4 � *'3:�:��� G �:�! * � ,-* * � ��� � � �  � � .
$&��� � ��� �:�� � ��# � � � ,-� ��� #96 ��� ��� 5 � 7!�&� ��� �'��� *�6 � �&� ��;��
� 7!7!� � �  � � � �� *���� 38 �9,-* � *�* / ��;�� � *�� �� �!� ���  # /�G � �  � ,-*
� � G � � *T� #�� � � � �  � ��* �� 7!*P� ��� ��6�7!� � 1!� 6 � * .:@ #�/ � ,2� � � 1
;�� � 1�� �C� ���Q* � � � � ��* ��� �C� #F� ���D���  �e6 ��� ��� 5 � 7!�
7!� � 6 � � ��3: ���!� 3�4</ � ,D� � �m* � �F� ��� �"@"��� G �F�!� ,�;�� �
� �  � 1!� ��� ��� ���<ý > ;�� * � 5 � �  � ��� * ý-7!� � 1!� 6 � 4 + ,-* �-� ��� > 7!� ���
 �"* �F3:�F� � �
* � �F � ) *Cý �!� 7!� ���!� ���  � * ý .:L9��� � ) *8�  6 ��� .
����� �T/ � ,F�!� ,�;�� �"� �  � 1�� ��� ����;�� >P� �"� ���"� � # �<� #�� ���
7!� � 1!� 6 ����� ����/ � ,�6 � �:� ��� > 7!� ���!� �T�  * �:� #'7!� � 1!� 6 � *
� ��� �9� � ��� � � � � � ��� �� �= �"* � ����3:� /�.!@ �"� � � �  � /�4 � � � ) *�� � 1!�
��� � � 1�� �-� ���:� ,-� 7!,-�-� #!� ���:# � � � � 3: ��6<� � ����� ���-K
[ Wed Aug 15 03: 25: 28] [ gl enn_m l ocal host ] [ j obs
3] [ / var / www/ ar t i c l es/ a76] $ dpkg −s xbase−cl i ent s
Package:  xbase−cl i ent s
St at us:  i nst al l  ok i nst al l ed
Pr i or i t y:  opt i onal
Sect i on:  x11
I nst al l ed−Si ze:  3888
Mai nt ai ner :  Br anden Robi nson Sour ce:  xf r ee86
Ver si on:  4. 1. 0−2
Repl aces:  xbase ( << 3. 3. 2. 3a−2) ,  xf 86set up ( << 3. 3. 2. 3a−9) ,
xser ver −common ( << 4. 0) ,  xmodmap,  xcont r i b,  xpm4g−dev,  xpm−bi n,  xsm
Pr ovi des:  xmodmap,  xcont r i b,  xpm−bi n,  xsm
Depends:  debconf  ( >= 0. 3. 83) ,  cpp,  l i bc6 ( >= 2. 2. 3−7) ,  l i bdps1 ( >>
4. 1. 0) ,  l i bf r eet ype6,  l i bgl 1,  l i bncur ses5 ( >= 5. 2. 20010310−1) ,
l i bxaw7 ( >> 4. 1. 0) ,  x l i bs ( >> 4. 1. 0)
Conf l i c t s:  xbase ( << 3. 3. 2. 3a−2) ,  xser ver −common ( << 3. 3. 2. 3a−9) ,
xmodmap,  xaw−wr apper s ( << 0. 90) ,  xf ont s−100dpi  ( << 3. 3. 3. 1−3) ,
xf ont s−75dpi  ( << 3. 3. 3. 1−3) ,  xf ont s−base ( << 3. 3. 3. 1−3) ,  xf ont s−
cyr i l l i c  ( << 3. 3. 3. 1−3) ,  xf ont s−scal abl e ( << 3. 3. 3. 1−3) ,  xf nt 100
( <= 3. 3. 2. 3a−1) ,  xf nt 75 ( <= 3. 3. 2. 3a−1) ,  xf nt base ( <= 3. 3. 2. 3a−1) ,
xf nt cyr  ( <= 3. 3. 2. 3a−1) ,  xf nt scl  ( <= 3. 3. 2. 3a−1) ,  xdm ( << 4. 0) ,
xsm,  xcont r i b,  xpm4g−dev,  xpm−bi n
Conf f i l es:  
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� ���B ��* � � � �  ��6
� ��� �m��/
* / * � � �".
z'� 3:� G � � .��9� �8M9� � 7!� �� *T��# � * �  ��� �  ��6P�  � � � �P7!� � 6 � � �
� �����!� � *"� � � � �  G � � /03:� � � 4&� �<� � � * �< ����/P� � * �  ��6 .&@ �< *
� ��� � ��� �'6 � � ��� � � * � ��� ��,-* �<i'� ;� � �9. @ �9 *< ��� � � � * �  ��6�� �
��� � �<� ��� �9�9� �"M9� � 7!� � 4 �  1!���97!� � 1!� 6 � 4  *���� �9��i'� ;� � �-5
� ��� /
7!� � 1!� 6 �C��� ��� 6 � ��� ���P� � � � .�@ �P* ,-7!7!� � � *2� � ��� �
7!� � 1!� 6 ��# � � ��� � *�� ���0� � ��� �<�  ��,!>��! * � � � *�� � � .-@ �'��� *��
G � � /e7!� �  * ��� �J# � � �8� �B �A� ���%�& �� � �J* ��� ,-� �E;��
� � ����� ���!� ��# � �&� ���  �&6 � � ��3:� � 1-.
$&*P# � �"�F* ��� � �<� ��� � / *  * 4< ��* � � � � *P� ����7!� � 1!� 6 �P�  * � *
y 7!� � 1!� 6 � * . 6 � �� �bO G � � O � � � ��� O � � �!� � � 7!� � OC� *F3:�8� � �
* � � K
[ Mon Aug 13 23: 50: 35] [ r oot  l ocal host ] [ j obs 0] [ / home/ gl enn_m] $ l s −l
/ var / cache/ r edcar pet /
t ot al  1381
−r w−r −−r −−    1 r oot      r oot          1814 Aug 13 15: 21
channel s. xml . gz
−r w−r −−r −−    1 r oot      r oot       1319234 Aug 13 22: 38 debi an−
di st s−woody−mai n−bi nar y−i 386−Packages. gz
−r w−r −−r −−    1 r oot      r oot          2753 Aug 13 23: 24
di st r i but i ons−common−debi an−channel . png
−r w−r −−r −−    1 r oot      r oot          1324 Aug 13 22: 52
di st r i but i ons−common−debi an−subs. ht ml
−r w−r −−r −−    1 r oot      r oot          1456 Aug 13 15: 23
di st r i but i ons−common−debi an−unsubs. ht ml
−r w−r −−r −−    1 r oot      r oot          4425 Aug 13 23: 24 evol ut i on−
debi an−woody−i 386−−. . −common−channel −evol ut i on. png
−r w−r −−r −−    1 r oot      r oot           837 Aug 13 15: 21 evol ut i on−
debi an−woody−i 386−−packagei nf o. xml . gz
−r w−r −−r −−    1 r oot      r oot          4530 Aug 13 15: 23 i cons−
evol ut i on. png
dr wxr −xr −x    2 r oot      r oot          1024 Aug 13 23: 41 packages
−r w−r −−r −−    1 r oot      r oot          3716 Aug 13 15: 21
pr et t ynames. xml . gz
−r w−r −−r −−    1 r oot      r oot           988 Aug 13 15: 21 r ed−
car pet . r df
−r w−r −−r −−    1 r oot      r oot          4315 Aug 13 23: 24 xi mi an−
gnome−debi an−woody−i 386−−. . −common−channel −xi mi an_gnome. png
−r w−r −−r −−    1 r oot      r oot         54859 Aug 13 15: 21 xi mi an−
gnome−debi an−woody−i 386−−packagei nf o. xml . gz I t  put s t he deb
packages i nt o i t s own di r ect or y al so.  What  t hi s al l  means and what
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i mpl i cat i ons i t  has f or  t he ot her  package management  t ool s,  I  am
not  sur e.  I t ’ s  j ust  somet hi ng I  not i ced.
[ Mon Aug 13 23: 48: 37] [ r oot  l ocal host ] [ j obs 0] [ / home/ gl enn_m] $ l s −l
/ var / cache/ r edcar pet / packages/
t ot al  983
−r w−r −−r −−    1 r oot      r oot         85416 Aug 13 15: 31
kt er m_6. 2. 0−35_i 386. deb
−r w−r −−r −−    1 r oot      r oot         12872 Aug 13 23: 40
l i bvncaut h0_3. 3. 3r 2−13_i 386. deb
−r w−r −−r −−    1 r oot      r oot        263634 Aug 13 23: 40
spr uce_0. 7. 4−1. 1_i 386. deb
−r w−r −−r −−    1 r oot      r oot         50252 Aug 13 23: 40 vnc−
common_3. 3. 3r 2−13_i 386. deb
−r w−r −−r −−    1 r oot      r oot        583364 Aug 13 23: 41
vncser ver _3. 3. 3r 2−13_i 386. deb
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ABSTRACT

��� /8� � ��* � � ����� � *�* �� ��7!� � � � ����# � �0� ���P* � � ,-�  � /8� #
��� � 3:� � 1!* �0h=� *  � � � � /0;�� � � ,-* �"� ��� /T� � �"� * * � ���  � �&� � � � *
# � ��� ��� * ��3:���E3:� ���D� ��� � � � � 1��á* / * � � �".FL9���
7!� � 7!� � � �  � ��� #�� ��� � � � � 1P; /P�T� � � � 1!� ��� � ,-� ��� � � 1�� *
# � � � � 3:* K
> g�� � ���E� � � 6 � �m��� � �� ���e� �Q* � � � � � � �á��� � 3:� � 1-4� ;�* � � G �A3:�� � �B* � � G  � � *m� � �
� # # � � � �b� ���D3:�� � �
� 7!� � � �  ��6T* / * � � ��*"� ,-��*"� ��� * �"* � � G  � � * 4&� ���T3:� � 1
� ��* � ���'3:� � � 5 1!��� 3:��G ,-� ��� � � ;� �  � /� ��� � /�� #�� ��� �".> g�� � ��� � /���� � 3:� � 1�� �&��� � �� ��� 4 � � � 1�# � �'��* � � G  � �<� �� 7!� � � �  ��68* / * � � � y  ��� � ,-�! ��68� ���F� ��� � 1!,-7A� #�� ���
G � � *  � �!� 3: � ����1!��� 3:��G ,-� ��� � � ;� �  � /�.

[!� ���P* / * � � �e� � �� �� * � � � � � ��3:���T *0� 3:� � �"� #:* / * � � �
* � � ,-�  � /�4: �� *T ��7!� � � � ����� �P� � � � /�� ,-����* � � ���� ��6P� #
� ���  �<� 3:�T��� � 3:� � 1-4�� ���0� � � 1"# � ��G ,-� ��� � � ;� �  �  � *�;�� # � � �
� � ��� � *:�!�< �!3: � ����� �-* �<6 � � �� ��� � ���  � ��* .
L9��� � ��� � ��* � G � � � �!* � � ���� ��6�� � � � *�# � �'� �� *�7!,-� 7!� * � 4 ;�,-�
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7!� � G  �!�"/ � ,�3: � �F� ���0��� ���0� #:� ���0* � � G  � � 4'� ���T* � � � �
� ����� ���:7!� � � � � � � .

SCANNING WITH TCP, THREE WAY HANDSHAKE OF TCP
(OPTION −ST)
L9���8*  ��7!� � ��# � � ��� #��!��� 7A* � � ���� ��6C *F�!� ����3: � �
� 7!�  � �"5 * L&. @ �- *�;�� * � ��� ��� ������� � ��� ��� #!� * � � ;��  * �� ��6��
� � ����� � �  � �� �"� ���&L=M9N�7!� � � � � � � 4 1!��� 3:��� *<��� ��� � ��3:� /
��� ���!* ��� 1!� .:L9���F* � ß ,-� ��� �F� k �� *F� � ,-6 ��� /2�!� * � �  ;�� �
;�� � � 3�K

k .&L9����* � � G � �<��,-* �&;���� � � � /0� ��� � � �  G ���"� � ����� � �  � �
y ,-* ,-� � � /H,-*  ��6I� ����* � � 1!� � 4
;� ����� ���H�  * � � �
# ,-��� �  � ��* �

�-.&L9���0� �  � ���<* � � � � *"� �F� � �  G �"� � ����� � �  � �F5P�T� � � �'� �
connect ( )

.-L9�� *"* � ���!*"�Tg ã-fC* � 6 ��� ���<� �0� ���
* � � G � �'� �< ��# � � �m� ;�� ,-�-� ���< �� �  � � * � ß ,-� ��� �:��,���;�� �
� #-� �����!� � ��� ��� �=� �  � ���-3: � ��* � �����!,-�  ��6�� � ����� � �  � �9.
L9���0g ã-fC,-* ,-� � � /P� � ��� �  ��*"� ��@ N�z'� � �!� ��5T��L=M9N
z'� � �!� �&� ������� / ;��:* � ���&L=M9N�� 7!�  � �9.

¢�.&L9���T* � � G � ��* ��� ,-� ��� � 1!��� 3:� � �!6 �0� ���0g ã-f2* � ���! ��6
3: � �0� ��$'M9�T� ������g ã-f03: � �" � *�* � ß ,-� ��� ����,���;�� �
y 3: � �� ��� ���:* � ���&L=M9N�7!� � 1!� 6 � � .

j-.&L9���<� �  � ���-* ��� ,-� ��� � 1!��� 3:� � �!6 �:� ���:* � � G � �'g ã-f�3: � �
� ��$'M9�

L9�� *'3:� /�� #!* � � ���� ��6<��� *:� 3:�<� � G � ��� � 6 � * K
>  �: *�# � * � y �!��� 7T� G � ����� *�� 7!�  � ��*�� ��� �&3:��3: � �=��� �� ��� � / � �:� �:��� 1!�: �-# � * � � �&� ��* � � 3�� � ����� � �  � ��* �> * 7!� �  � �'7!�  G  � � 6 � *"� � �"��� �<��� � �!� ��� ��� ������� � �� ���� ��� �F� � ,-��� ��� *m� ���
* � � ���� ��6
;�,-�� �F��� *m�D;� 6
�! * � � G � ��� � 6 � .9@ �� *�G � � /0*  ��7!� ��� ���!� � � � ��� ���T� � * /
� �<#  � � � � .

���03: � �<# � � � � 3b� ���P7!� � � � �!,-� �P,-* � �8; /F�!��� 78� 7!�  � �
5 * L&4 � ,-���� ��6�� � 7!�!,���7� ��� ���<� � � 6 � ����� � �� ��� . �!��� 7� *
� > � � ,-� � �b� �B��� � �� ����k ×!�-. k Ø ê-. ��Ú!Ú�. ��vQ� ���B7!�  ��� *
� � 3:� � �á��� � �� ���E��� ,-* � �-. > > >�. > > >�. > > >�4A� ��� � ,-6 �I� �
Û9� ��� � ��� �-��� � 3:� � 1-.
1)  08: 24: 18. 393108
        192. 168. 255. 20. 1024 house2. xxx. xxx. xxx. 653:  S
        2632227152: 2632227152( 0)  wi n 16060 < mss
        1460, sackOK, t i mest amp 232602[ | t cp]  ( DF)
2)  08: 24: 18. 393167 house2. xxx. xxx. xxx. 653 192. 168. 255. 20. 1024:
        R 0: 0( 0)  ack 2632227153 wi n 0
3)  08: 24: 18. 393227 192. 168. 255. 20. 1025
        house2. xxx. xxx. xxx. 6141:  S 2644226118: 2644226118( 0)  wi n
16060
        < mss 1460, sackOK, t i mest amp 232602[ | t cp]  ( DF)
4)  08: 24: 18. 393258 house2. xxx. xxx. xxx. 6141
        192. 168. 255. 20. 1025:  R 0: 0( 0)  ack 2644226119 wi n 0
5)  08: 24: 18. 453343 192. 168. 255. 20. 1298
        house2. xxx. xxx. xxx. pop3:  S 2640612362: 2640612362( 0)  wi n
16060
        < mss 1460, sackOK, t i mest amp 232608[ | t cp]  ( DF)
6)  08: 24: 18. 453542 house2. xxx. xxx. xxx. pop3
        192. 168. 255. 20. 1298:  S 1658259980: 1658259980( 0)  ack
2640612363
        wi n 16060 < mss 1460, sackOK, t i mest amp 243353[ | t cp]  ( DF)
7)  08: 24: 18. 458667 192. 168. 255. 20. 1298
        house2. xxx. xxx. xxx. pop3: .  ack 1 wi n16060<nop, nop, t i mest amp
        232609 243353 ( DF)
8)  08: 24: 18. 461280 192. 168. 255. 20. 1298
        house2. xxx. xxx. xxx. pop3:  F 1: 1( 0)  ack 1 wi n 16060 <
        nop, nop, t i mest amp 232609 243353 ( DF)

�  ���"��,���;�� �  ��6�3:� *"� �!�!� ��� �0� � * �"� ���0� > 7!� � ��� �  � �9.
�  ����k�* ��� 3:*:� ���<ý � � � � � 1! ��6 ý!��� � �� ����k ×!�-. k Ø ê-. ��Ú!Ú�. ��v
* � ���! ��6<��g ã-f0* � 6 ��� ���-# � � �m7!� � ��k v �!j�� �<7!� � �9Ø!Ú!¢�� �
� ���e� � � 6 � �
��� � �� ���e��� ,-* � �-. > > >�. > > >�. > > >�.8���E� � �
� � � � 6 �� � �� �:� *��0g ã-f8* � 6 ��� ���:� ��� ��1!*�� �"� ����g�� # � � �
� ����7!� � �=��,���;�� � y Ø!Ú!¢ � . L9�� *�� � G � � *�� ����7!�  ���=� �-� #-� ���
� ��� � �'3:� /���� ���!* ��� 1!�<� *<� > 7!� �  ��� ��� ;�� G � . @ ���  ���<��3:�
* � �8� ���8� � � 6 � �"��� � �� ���8� � * 7!� ���! ��6F3: � �D�2�9Û9g�Û!L
7!� � 1!� 6 � y ��� �  � ��� ������� # � � ��� ���Pk v �!j �& ���! � � �  ��6�� ��� �
� ��� � �< *�����7!� � � � * *��  * � � �� ��6�� �"7!� � �=Ø!Ú!¢�.!�  ��� *�¢�� ���
j�� � ��*  �� � � ��� ��� ����#  � * �=� ��� * 4 ;�,-�=� ��� � 1! ��6� #-� ��� � �� *
��7!� � � � * *�� �"7!� � �'Ø=k j&k<� #-� � � 6 � �=��� � �� ��� . $&*�� ��� � �� *
��� � �� ��6"� 6 �  �94= �<� � * �"� ��* 3:� � *�3: � ���T�9Û9g�Û!LF�  ���0Ú
* ��� 3:*:��� 38� ���:��� � �� ����k ×!�-. k Ø ê-. ��Ú!Ú�. ��v�* � ���!*<��g ã-f
* � 6 ��� ���"� �CN��&N�¢A7!� � �0� #�� � � 6 � �"��� � �� ��� y ��,���;�� �
k!k v � 49� ���T� ����� � � 6 � �C��� � �� ����� ��* 3:� � *�3: � �P� �"$'M9�
� � � � 7!�  ��6<� ���:g ã-f0� ����� ���:* � ß ,-� ��� �<��,���;�� � y @ �-* � ���!*
� ���þ* � ß ,-� ��� �þ��,���;�� ��# � � � � � � 6 � �H��� � �� ��� 4

$&%'%�(&f�l&� � . �!�
•
f=� . j ��Ú!Ú�� i'� � � ��;�� �&��v!v=k



k Ø!Ú ê!��Ú ×!×!ê�v" �P� �� *�� � * � 49� ���T� ����* � ß ,-� ��� ����,���;�� �
* � ���<; /�� ���0��� * �0k ×!�-. k Ø ê-. ��Ú!Ú�. ��v�4'� �!�! ��6Ck 4'� ��� �� *
��Ø j�v!Ø=k ��¢!Ø!¢ � .�f=� �  � �B� ��� �A� ���B7!� � 1!� �A* � ���A# � � �
��� ,-* � �T��� *�� ����� � ��� � � �=;� � *�g ã-fF� ���"$'M9�F� � �  G � � � �-.
L9�� *� *�* � � �P �P�  ���"Ø0� ���T *�� ����* � � 7�¢ �&� #&� ����� ��� � �
3:� /T��� ���!* ��� 1!��� ;�� G � .=�  ���"ÙT* ��� 3:*�� ����� � � � 6 �� �  � �
� #<� ���T� � * ��7!� � 1!� ��� � � �  G � �F� �8��� * �Tk ×!�-. k Ø ê-. ��Ú!Ú�. ��v
3: � �8� ��$'M9�2* � 6 ��� ��� 4�� � � � �� ��6P� ���T7!�  ����j �<� #<� ���
��� ���!* ��� 1!� .��  ���8êm *8� ���F� � ����� � �  � �
� � � *  ��6C# � � �
k ×!�-. k Ø ê-. ��Ú!Ú�. ��v�483:�� � �� *J�!� ���E* � ���! ��6���[!@ f
* � 6 ��� ��� y ��� �  � �:� ���:[�� # � � �&7!� 7�¢ �
L9�� *�� ,-�0� � � � 3:� ���!��� 7"� ���!� � � � �=� ��� �&7!� � �<k!k v y 7!� 7�¢ �
� #!��� ,-* � �� *:� ��� � �  G �:� ���:� ��� �� *���� � �� ��� .
$&*8* � � � � �m� ;�� G � 4�� �� *�3:� /A� #"* � � ���� ��6C *8� � * /A� �
�!� � � � � 4�,-*  ��6�� ����7!�  ��� *�� � # �& �0#  � ��O G � � O � � 6 O ��� * * � 6 � *
y � � � ��� ,-6 �8� �� *T�!� 7!� ���!*P� �8� ���"3:� /F� ��� ��* / * � � 6 . � � ��#
3:� *"� � ��#  6 ,-� � � �:� ���0� � ����� � �  � ��* � � �F �F�  ��� *0Ú�� �Tê
7!� � �!,-� � �-K
May 6 08: 24: 01 house2 i n. pop3d[ 205] :  connect
f r om r oot @192. 168. 255. 20

SCANNING USING SYN SEGMENTS (HALF OPEN, OPTION

−SS)
L9�� *�* � � ���� ��6"� / 7!�" *�7!� � # � � ��� �P; /T� > � � ,-�  ��60�!��� 7
3: � ��� 7!�  � �"5 * g9. L9���<� � � ���� ß ,-�<,-* � �� *:� ��� 7!� ����ý ��� � #
� � ����� � �  � �-ý K 3:�:* � ������g ã-fT* � 6 ��� ���-� ���-4  #!� ��$'M9�0 *
� � � �  G � �0� ��� �"3:����� G ���!� � � � � � �0� �T� � �  G ��7!� � �'� �T� ���
� � � 6 � ����� � �� ��� 4�� ����3:�T* � �������9Û9g�Û!L2� ��� � � * �T� ���
� � ����� � �  � �T7!� � ��7!� � /�.9@ #-3:��� � � �  G ��� �P�9g L� ��* � � � �0� #
� ��$'M9�&4<� ��� �C� ����* � � ����� �C7!� � �� *���� ��� � �  G � .&L9�� *
* � � ���� ��6Q7!� � � � �!,-� �D��� *Q� ���D�!� � 3�;�� � 1e� ��� �8� � � �
7!�  G  � � 6 � *�� � ����� � �!� �C� �F� > � � ,-� �� � .<h=,-�� ����� *�� ���
� � G � ��� � 6 �T� ��� �� *P�! # #  � ,-� ��� ���!� � � � �� �C� ���P* � � ����� �
��� � �� ��� .
� � � ) *P* � �P�F*  �� � � �"� ��� � / *  *�� #�� ���P� � �  � ��*��!� ���T; /
�!��� 7C3: � �m� �� *F� 7!�  � �94�� ��� � / �  ��68 ��3: � �m� � 7!�!,���7
y 3: � ���  ��� *:��,���;�� � � ��� 6 �  ��# � �&� � *  � �&�!� * � �  7!�  � �!�
1)  22: 25: 45. 856936 192. 168. 255. 20. 40175
          house2. t au. or g. ar . 946:  S 1292785825: 1292785825( 0)  wi n
          3072
2)  22: 25: 45. 857078 house2. t au. or g. ar . 946
          192. 168. 255. 20. 40175:  R 0: 0( 0)  ack 1292785826 wi n 0

�  ��� *Tk�� ���T�0� � ��ß ,- � ��� � � * ��� ���  ��� *Pk�� ���T�0� #=� ���
7!� � G  � ,-*�* � � �  � �94-� > � � 7!�'� ��� �'��g ã-fF* � 6 ��� ���' *�* � � �94
* � ���"; /A��� * �Fk ×!�-. k Ø ê-. ��Ú!Ú�. ��vA� �C7!� � �T×!j�ØA� #���� * �
��� ,-* � ��� ����3:�<6 � �=� ���<� ��* 3:� �=3: � �����9Û9g�Û!L0;�� � � ,-* �
 �- *:��� �-� ��� � �  G �:7!� � � .
3)  22: 25: 45. 970365
        192. 168. 255. 20. 40175 house2. t au. or g. ar . pop3:  S
        1292785825: 1292785825( 0)  wi n 3072
4)  22: 25: 45. 976022 house2. t au. or g. ar . pop3
        192. 168. 255. 20. 40175:  S 185944428: 185944428( 0)  ack
1292785826
        wi n 16080 < mss 536 ( DF)
5)  22: 25: 45. 979578 192. 168. 255. 20. 40175
        house2. t au. or g. ar . pop3:  R 1292785826: 1292785826( 0)  wi n 0

�  ��� *F¢�4�jA� ���AÚ2� � �F7!� � �!,-� � �C; /2� ����* ,-� � � * * # ,-�
�! * � � G � � /�� #<��* � � G  � � y 7!� 7�¢ �:� ��7!� � �0k!k v�# � � �e��� * �
��� ,-* � �-. $&*<��� ���  � ��� �-4�� ����� ��� � �<3:� /���� ���!* ��� 1!�� �= *
��� ��� � ��7!� � � � ��;�,-�J3:��� ���!��� 7Ü� � � �  G � *H� ���
� � � � 6 �� �  � �0� #= � *�g ã-f�* � 6 ��� ��� y ; /���� � ��*�� #=� ���:$'M9�
* � 6 ��� ���&* � ���&; /"��� ,-* � �" �T�  ����j � 4- �'* � ���!*����9Û9g�Û!L
* � 6 ��� ���-� ��� �-# � � � � *:� ���:� � ����,-�� � � �  � ��� �< ��� � � � ,-7!� .

L9�� *"* � � ���� ��6"� G � ����� ,-* � ���! �!�-) �<� � � G �"� � /P� � � � �" �
� ���:#  � ��O G � � O � � 6 O ��� * * � 6 � * 4 � *:* � � � � ��� � � �  � � .

SCANNING USING THE FIN SEGMENTSL9�� *�* � � ���� ��6� *�;�� * � ��� �0� ����# � � �&� ��� �= ��� � �  G ��7!� � � *
� �"� ����� � � 6 � �9��� � �� ����� � * 7!� ����� ����[!@ f�7!� � 1!� 6 �:3: � �
�m�9g LB7!� � 1!� 6 � ."�&�Q� ���2� � ��� �F��� ���-4�� � �  G �27!� � � *
*  ��7!� /m 6 ��� � �2� ��� * �C7!� � 1!� � * .�L9��� � � # � � �2� ���C�  * �T� #
 ��� � � � * �  ��6Q� � �  G �D7!� � � *D *D� ;�� �  ��� ��; /B� ;�* � � G  ��6
3:�� � ��� � �D� ��� * �D� ��� �8��� G �D��� �F� ��* 3:� � � �-.Pz'� * � *
� ,-���� ��6Q{� � � � * � # �8� 7!� � � �  ��6Q* / * � � ��*D� � �e��� �F;��
* � � ����� �C3: � �D� �� *F��� � ��� �A*  ��� �8� ��� /A��� G �8�2��� �
* � � ���!� � �!* 5 � � ��# � � �� ��6b ��7!� � ��� ��� � �  � �E� #F� ���mL=M9N
7!� � � � � � � .
L9��� � ��� � ��� ��� � ��# � � ��*�� #�� 7!� � � �  � �A� #��!��� 72,-*  ��6
*  �� � � �
� � � ���� ß ,-� * 4�� � �� � G � �F� ��� � ,-6 �C� 7!�  � ��*P5 * [-4<5 * �m� ���
5 * f'.&���"3: � �:# ,-� � ��� ��� ��� � / � �P� ���0;�� ��� G  � ��� #<� 7!�  � �
5 * [-4!7!� � # � � �� ��6�� �"� ��� � / *  *�*  �� � � ��� ��� ����� ����# � ��� ���
7!� � G  � ,-*:* � � �  � ��* .
k ��v!Ø�K Ú!v�K j�Ú�. Ø j�¢!Ù=k êTk ×!�-. k Ø ê-. ��Ú!Ú�. ��v�. ¢!Ú!Ø!v!v

� � * � ��� ,-* � . � � ,=. � � 6 . � � . ê�Ø j-K [�v�K v y v � 3: ����v j!ê
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YET ANOTHER SYSTEM INFORMATION SCRIPT

[!� � �þ� ���E) ��� G � � 5 � � �-5 ��� G � 5 � � � 5 ��,-� �-5  ��# � � ��� �  � �-5
� ;�� ,-� 5 / � ,-� 5 * � � G � � * 5 * � ��� � � 5 � # 5 � ��� ,-6 ��� ) � � ��� *
ã $&g�@ g9.<ã $&g�@ g
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XIWA: XIWA IS WEB ACCOUNTING
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